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Timed Systems

Models: Timed automata M
l0

y � 1

l1 l2

x := 0

x := 0 y > xy := 0

x > y

Speci�cations: TCTL formulas ' = E[at l0 U � 1 at l1]
Model checking: M j= '

Decidability rests on the fact that the space of clock valuations is

partitioned into �nitely many clock regions (exponential many)

Many implementations: KRONOS, UPPAAL, Rabbit, Tempo, : : :
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Our Approach

We propose an effective and complete method for verifying safety and

liveness properties of timed systems, based on novel combination of

theorem proving and model checking by means of abstraction.

Consists of:

Predicate abstraction for timed automata and TCTL

Finite-state CTL model checking

Counterexample-guided abstraction-re�nement
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Outline

Predicate abstraction for timed automata

Predicate abstraction for TCTL

Soundness and completeness of predicate abstraction

Lazy approximation

Symbolic counterexamples

Re�nement of approximations

Examples and conclusion
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Predicate Abstraction for Timed Automata

Idea: Transformation of a model-checking problem for timed automata

and TCTL formulas to an abstract model-checking problem for

�nite-state systems and CTL

Given: Timed automaton M , Clocks C

Abstraction predicates:

Boolean formulas with free variables in C (e.g. x = 0; x > y)

	 = f  0; : : : ;  ng
Abstraction function � , Concretization function 


 � (x = 0)

f (l ; � ) j � (x) = 0; � (y) > 0g

(l ;  )

�
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Abstracting TCTL Formulas

Abstraction predicates are extracted from the timed-bounded

modalities of the TCTL formula

A new clock variable zi is introduced for every time-bounded

operator

Example: ' = EG < 2 p ^ A [qU � 4 r ]

Set of predicates:

	 ' = f z1 < 2| {z }
 1

; z2 � 4| {z }
 2

g

Abstract CTL formula:

b' = EG (p^  1) ^ A [qU (r ^  2)]
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Soundness and Completeness

Basis predicates:

Set of abstraction predicates expressive enough for distinguishing

between any two clock regions

Example: M , C = f x; yg, ~c = 1
	 = f x = 0; y = 0; x < 1; x > 1; y < 1; y > 1; x > y; x < yg
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Soundness and Completeness

Basis predicates:

Set of abstraction predicates expressive enough for distinguishing

between any two clock regions

Example: M , C = f x; yg, ~c = 1
	 = f x = 0; y = 0; x < 1; x > 1; y < 1; y > 1; x > y; x < yg

Given: M timed automaton; ' TCTL formula

	( M ; ' ) basis predicates w.r.t. M and '

cM	 abstraction of M ; b' 	 abstraction of '
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Soundness and Completeness

Basis predicates:

Set of abstraction predicates expressive enough for distinguishing

between any two clock regions

Example: M , C = f x; yg, ~c = 1
	 = f x = 0; y = 0; x < 1; x > 1; y < 1; y > 1; x > y; x < yg

Given: M timed automaton; ' TCTL formula

	( M ; ' ) basis predicates w.r.t. M and '

cM	 abstraction of M ; b' 	 abstraction of '

Theorem: Abstraction is strongly property preserving

M j= ' , cM	 j= b' 	
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Lazy Approximation

The computation of the exact abstraction using the entire basis of

predicates 	( M ; ' ) is expensive

In many cases it suf�ces to compute a coarser approximation for

proving or refuting the desired property

Typically only a few predicates required in the practice

Problem: How to guess the necessary predicates for computing

good approximations

Lazy approximation

Computes a sequence of approximations on demand and

re�nes these incrementally

New predicates are chosen based on the analysis of failed

model-checking attempts on the current approximation (i.e.

symbolic counterexamples) Lazy Approximation – p.8



Lazy Approximation (Cont.)

M ; '

initial
approximation

cM ; b'

cM j= b'M j= ' yes abstract
counterex

no

concrete
counterex M 6j= '

yesre�ning
approximation

no

Predicate abstraction

Finite-state model checking

Theorem proving

Symbolic countere xamples
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Symbolic Counterexamples

State of the Art in Counterexample Generation:

Only formulas in ACTL \ LTL have linear counterexamples

Tree-like counterexamples can be given only for ACTL formulas

Counterexamples representation is explicit, not symbolic

Lazy approximation is applicable only for a restricted class of TCTL

formulas

Symbolic Counterexamples:

Sequences over sets of states

Yield proofs for the falsity of a CTL (TCTL) formula in a model

Can be independently veri�ed using a SAT solver

CTL counterexamples can be generated e.g. using WMC, a novel

model-checking algorithm based on a restricted forward exploration

followed by a local �xpoint computation [Shankar,Sorea '03]
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Symbolic Counterexample for CTL – Example

EG p � � � there is a path in M on which p globally holds

s0

s1

s2

s3

s4

s5

s6 s7

M

Assume p does not hold in the red states

Counterexample for the validity of EG p in M : [X 0; X 1; X 2]

X 0 = f s1; s3; s5; s6g

X 1 = f s1; s2; s3; s5; s6g

X 2 = f s0; s1; s2; s3; s5; s6g

Witness for M ; s0 j= AF : p
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Symbolic Counterexample for TCTL

Consider the following timed automaton M :

l0; p
x � 1

l1; p
x � 1

l2; : p

l3; : p

z = 0

EG � 2 p � � � there is a path in M on which p holds globally during the

�rst 2 time units

Counterexample for the validity of EG � 2 p in M : [X 0; X 1]

X 0 = (l2; z � 2^ x � 1) [ (l3; z � 2^ x � 1)

X 1 = X 0 [ (l1; z � 1; x � 1) [ (l0; z � 1^ x � 1)
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Use of Symbolic Counterexamples

l0; p
x � 1

l1; p
x � 1

l2; : p

l3; : p

z = 0

TCTL formula: ' = EG � 2 p

Basis: 	 = f x = 0; z = 0; x = 1; z = 1; x = 2; z = 2;
x � 1; z � 1; x � 2g

Predicates:  0 � (z � 2),  1 � (x � 1)

CTL formula: b' = EG (p^  0)
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Use of Symbolic Counterexamples (Cont.)

Abstract system:

q0 : l0 ;  0 ^  1 ^ p

q1 : l1 ;  0 ^  1 ^ p

q2 : l2 ;  0 ^  1 ^ : p

q3 : l2 ;  0 ^ :  1 ^ : p

q4 : l2 ; :  0 ^ :  1 ^ : p

q5 : l3 ;  0 ^  1 ^ : p

q6 : l3 ;  0 ^ :  1 ^ : p

q7 : l3 ; :  0 ^ :  1 ^ : p

Symbolic counterexample for EG (p^  0) is [X 0; X 1; X 2] with

X 0 = f q2; q5g X 1 = f q0; q1; q2; q5g
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Use of Symbolic Counterexamples (Cont.)

Symbolic counterexample for EG (p^  0) is [X 0; X 1; X 2] with

X 0 = f q2; q5g X 1 = f q0; q1; q2; q5g

The concretization yields [X c
0; X c

1] with X c
i � � 
 (X i )

X c
0 = 
 ((l2;  0 ^  1)

| {z }
q2

) [ 
 ((l3;  0 ^  1)
| {z }

q5

)

= (l2; z � 2 ^ x � 1) [ (l3; z � 2 ^ x � 1)

X c
1 = X c

0 [ 
 ((l1;  0 ^  1)
| {z }

q1

) [ 
 ((l0;  0 ^  1)
| {z }

q0

)

= X c
0 [ (l1; z � 2 ^ x � 1) [ (l0; z � 2 ^ x � 1)
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Symbolic counterexample for EG (p^  0) is [X 0; X 1; X 2] with

X 0 = f q2; q5g X 1 = f q0; q1; q2; q5g

The concretization yields [X c
0; X c

1] with X c
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 (X i )

X c
0 = 
 ((l2;  0 ^  1)

| {z }
q2

) [ 
 ((l3;  0 ^  1)
| {z }

q5

)

= (l2; z � 2 ^ x � 1) [ (l3; z � 2 ^ x � 1)

X c
1 = X c

0 [ 
 ((l1;  0 ^  1)
| {z }

q1

) [ 
 ((l0;  0 ^  1)
| {z }

q0

)

= X c
0 [ (l1; z � 2 ^ x � 1) [ (l0; z � 2 ^ x � 1)

This is indeed a counterexample for ' = EG � 2 p !

No re�nement is necessary.
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Lazy Approximation – Re�nement

M ; '

initial
approximation

cM ; b'

cM j= b'M j= ' yes abstract
counterex

no

concrete
counterex M 6j= '

yesre�ning
approximation

no
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Re�ning Approximations

l0
y � 1

l1 l2

x := 0

x := 0 y > xy := 0

x > y

q0 : l0 ;  0

q1 : l0 ; :  0

q2 : l1 ;  0

q3 : l1 ; :  0

q4 : l2 ; :  0

M cM 1

Formula: ' = A G(: at l2)

Initial approximation: cM1 with abstraction predicate  0 � (x = 0)

WMC: cM1; q0; ' produces counterexample

c = [X 0; X 1; X 2; X 3] with

X 0 = f q4g, X 1 = f q3; q4g,

X 2 = f q1; q2; q3; q4g,

X 3 = f q0; q1; q2; q3; q4g
Lazy Approximation – p.16



Re�ning Approximations (Cont.)

Concretization of the abstract counterexample


 (X 0) = (l2; x > 0^ y � 0)


 (X 1) = (l1; x > 0^ y � 0) [ (l2; x > 0^ y � 0)


 (X 2) = (l0; x > 0^ y � 0) [ (l1; x � 0^ y � 0) [ (l2; x > 0^ y � 0)


 (X 3) = (l0; x � 0^ y � 0) [ (l1; x � 0^ y � 0) [ (l2; x > 0^ y � 0)

Exists concrete counterexample [X c
0; X c

1; X c
2; X c

3] with X c
i � � 
 (X i ) ?

Is the following formula valid?

� = 9 X c
0 � � 
 (X 0); : : : ; X c

3 � � 
 (X 3): (X c
0 ) at l2) ^

^ 2
i=0 (X c

i+1 ) (X c
i _ pr e(N )(X c

i )))

No: X c
2 6� (X c

1 [ pr e(N )(X c
1))

Since: X c
1 [ pr e(N )(X c

1) = (l2; x > 0^ y � 0) [ (l1; x > y � 0) 63l0
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Re�ning Approximations (Cont.)

q0 : l0 ;  0

q1 : l0 ; :  0

q2 : l1 ;  0

q3 : l1 ; :  0

q4 : l2 ; :  0

l0 ;  0 ^ :  1

l0 ; :  0 ^  1

l1 ;  0 ^ :  1

l1 ; :  0 ^ :  1

cM 1 cM 2

Choose new predicates to eliminate the transition from q3 to q4

preimage computation on 
 (q4) = X c
0 = (l2; x > 0^ y � 0)

pr e(N )(X c
0) = (l1; x > y)

x > y is the new predicate  1

Re�ne existing approximation using  1

Formula A G(: at l2) holds now on the re�ned approximation cM2
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Lazy Approximation – Results

Theorem:

Termination, soundness, completeness

Typically small subsets of the basis predicates are suf�cient

Fischer's Mutual Exclusion: 2 predicates (out of 36)

Train Gate Controller: 4 predicates (out of 288)

Advantage: Applicable for larger class of problems (e.g. linear

hybrid systems) ; not complete anymore

Symbolic counterexamples

Make the re�nement process converge more quickly compared

to the use of linear counterexamples, as a multitude of spurious

counterexamples are discarded in every re�nement step

Lazy approximation is applicable to the full TCTL
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ADDITIONAL SLIDES
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Timed Automata

Extension of �nite-state automata with:

Real-valued clocks x; y; : : :

Clock constraints x > y; : : :

(State-)invariants y � 1

Clock resets x := 0

In�nitely many clock valuations:

State space is in�nite: f l0; l1; l2g�

�2

E.g. s = (l0; 0|{z}
= � (x)

; 0:5|{z}
= � (y)

)

Semantics: transition system with

Delay steps

State transition steps

l0
y � 1

l1 l2

x := 0

x := 0 y > xy := 0

x > y
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Timed Computation-Tree Logic (TCTL)

Extension of CTL with time bounded operators.

Syntax:

' := tt j � j p j : ' j ' 1 ^ ' 2 j E[' 1 U � c ' 2] j A [' 1 U � c ' 2]

Semantics:

Intuitively, an existential until formula E[' 1 U <c ' 2] holds in some

states s iff for some computation path, there exists an initial pre�x of

time duration less than c such that ' 2 holds at the last state of the

pre�x, and ' 1 holds at all intermediate states.

M ; s j= E[' 1 U � c ' 2] iff for some � 2 f (s); for some t� c;

M ; � (t) j= ' 2 and M ; � (t0) j= ' 1;

for all 0 � t0 < t
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Model Checking for Timed Systems

yes:

no: (counterexample)M 6j= '

M j= 'M

'

M : Timed Automaton

' : TCTL Formula

Model Checking for Timed Systems [Alur, Courcoubetis, Dill '93]

Decidability of the model-checking problem rests on the fact

that the space of clock valuations is partitioned into �nitely

many clock regions (exponential many)

Diverse Implementations

KRONOS [Daws, Olivero, Tripakis, Yovine '96],

UPPAAL [Larsen, Pettersson, Yi '97], : : :
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Abstract Interpretation [Cousot-Cousot]

Given: (SA ; � A ), (SC; � C )

A Galois connection is a pair of functions (� ; 
 ), � : SC ! SA ,


 : SA ! SC such that

8c 2 SC; a 2 SA : � (c) � A a , c � C 
 (a):

� (c) is the smallest abstraction of c in SA


 (a) is the largest concretization of a in SC


 (a)

� C

a

� A

� (c)

SC SA

c
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Abstraction predicates

Given: Timed automaton M , clocks C

Formulas with free variables in C (e.g. x � 1; x � y < 2)

Partition the in�nitely state space into �nitely many states

according to the truth valuation of the predicates

Basis:

Set of abstraction predicates expressive enough for distinguishing

between any two clock regions

	 is basis of M iff

8 2 	 : � 1 j�  , � 2 j�  ) � 1
�= � 2

Example: M , C = f x; yg, ~c = 1

	 := f x = 0; y = 0; x < 1; x > 1; y < 1; y > 1; x > y; x < yg
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Approximations

Given: Timed automaton M , set of predicates 	
Over-approximation of M : M +

	 = hSA ; sA
0 ; ) + i

Under-approximation of M : M �
	 = hSA ; sA

0 ; ) � i

SA := L � B n

(l ; b)) + (l0; b0) iff

9� ; � 0 2 VC with (l ; � ) 2 
 (l ; b) and (l 0; � 0) 2

 (l0; b0): (l ; � )) (l 0; � 0)

(l ; b)) � (l0; b0) iff (l ; b) feasible, and

8� 2 VC with (l ; � ) 2 
 (l ; b): 9� 0 2 VC with (l0; � 0) 2

 (l0; b0): (l ; � )) (l 0; � 0).

sA
0 := (l0; b0), where b0(i ) = 1 iff  i � 0 and 0 otherwise

) � � ) +
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Example

	 = f  g, where  � x > y

l0
y � 1

l1 l2

x := 0

x := 0 y > xy := 0

x > y

l0; :  l1; :  l2; :  

l0;  l1;  l2;  

l0; :  l1; :  l2; :  

l0;  l1;  l2;  
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Spurious Loops

l0
x � 1

l1
x = 1

We want to verify: ' = A [tt U at l1]
Abstraction predicates: f x = 0; x < 1; x = 1g
Path in the concrete system:

(l0; x = 0)
1=2
=) (l0; x = 1=2)

1=4
=) (l0; x = 3=4)

1=4
=) (l0; x = 1) =) (l1; x = 1)

Abstract system (fragment):

l0;  0 1:  2 l0; :  0 1:  2 l0; :  0:  1 2 l1; :  0:  1 2

Problem: spurious self-loop
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Modi�ed Semantics: Restricted Delay Step

Given: M ,C, ~c
A delay step (l ; � ) �) (l ; � + � ) is a restricted delay step iff it changes

the actual region

9x 2 C: 9k 2 f 0; : : : ~cg: � (x) = k _ (� (x) < k ^ � (x) + � � k)

Restricted transition relation: ) R � (L; VC) � (L; VC)

The second delay step is disallowed:

(l0; x = 0) ) R (l0; x = 1=2) 6)R (l0; x = 3=4)

Theorem:

[[' ]]M = [[' ]]M R
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CTL – Abstract Semantics

[[tt ]]M
�
	 := SA

[[p]]M
�
	 :=

�
(l ; b) 2 SA j p 2 P(l)

	

[[: ' ]]M
�
	 := SA n [[' ]]M

�

[[' 1 _ ' 2]]M
�
	 := [[' 1]]M

�
	 [ [[' 2]]M

�
	

[[E[' 1 U ' 2]]]M
�
	 := f s 2 SA j for some path � = (s0) � s1) � : : :)

with s0 = s; for some i � 0; si 2 [[' 2]]M
�
	

and sj 2 [[' 1]]M
�
	 for 0 � j < ig

[[A [' 1 U ' 2]]]M
�
	 := f s 2 SA j for every path � = (s0) � s1) � : : :)

with s0 = s; for some i � 0; si 2 [[' 2]]M
�
	

and sj 2 [[' 1]]M
�
	 for 0 � j < ig
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Abstraction is Sound and Complete

Given: M Timed automaton

' TCTL formula

	 Abstraction predicates w.r.t. M and '

M �
	 ; M +

	 Over-/Underapproximations of M


 Concretization function for M �
	 ; M +

	

b' = � ' (' ) Abstraction of '

Theorem: 
 ([[b' ]]M
�
	 ) � [[' ]]M � 
 ([[b' ]]M

+
	 )

Theorem: If 	 is a basis than is the abstraction strongly preserving for

TCTL.

[[b' ]]M
�
	 = [[b' ]]M

+
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Kripke Structure (Transition System)

Kripke structure: M = hS; S0; P; N i

Transition relation: (s;s0) 2 N , s0 2 N (s)

N (S) =
S

s2 S N (s)

Inverse transition relation: eN (s;s0) ( ) N (s0; s)

eN (S) := f s 2 S j 9s0 2 S: s0 2 1:Sg

Predicate transf ormer s from 2S to 2S

post(N )(S) := N (S) (Postcondition)

pre(N )(S) := eN (S) (Preimage)

gpre(N )(S) := f s 2 S j 1:s � Sg (Precondition)
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Symbolic Counterexamples for TCTL

M = hS; S0; P; N i

� 2 AP

Clock z corresponds to a timed bounded temporal operator

M ; s j= � iff � (z) � c in s

A counterexample c ` M ; C 6j= EG � c ' is a list c = ~X m , s.t.

9 C0 � S with

1. M ; C0 6j= ' ^ � ,

2. X 0 � C0,

3. X i+1 � X i [ gpre(N )(X i ), for i < m,

4. C = X m
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Set Inclusion w.r.t. Clock Valuations

Given: Two sets of states

S = f (l1; � 1); : : : ; (lm ; � m)g

S0 = f (l0
1; � 0

1); : : : ; (l 0
n ; � 0

n)g

Set inc lusion relation � �

S � � S0 iff n = m;

li = l i ; and

� i � � 0
i ; 8 0 � i � m
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Abstraction-Re�nement Algorithm

Algorithm: abstract and re�ne

Input: M , S, s0 , N , ' , 	

Output: answer to model checking query “M ; s0 j= ' ?”

choose 	 0 = f  1 ; : : : ;  i g from 	;

	 n := 	 n 	 0; 	 a := 	 0;

loop

if s0 2 
 ([[� ' ( ' )]]M
�
	 a ) then return true

else let [X 0; X 1; : : : ; X n ] be a counterexample in M �
	 a

if there exists [X c
0 ; X c

1 ; : : : ; X c
n ] s.t. X c

i � � 
 (X i ) for all 0 � i � n

and [X c
0 ; X c

1 ; : : : ; X c
n ] is counterexample in M

then return false

else let k s.t. X c
k +1 6� X c

k [ pr e(N )( X c
k ); S = pr e(N )( X c

k � 1 ) � S

choose feasible 	 0 = f  1 ; : : : ;  i g � 	 n s.t. 9(l ; � ) 2 S: � j�  i ;

	 a := 	 a [ 	 0; 	 n := 	 n n 	 0

endif

endif

endloop
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