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Abstract

This Ph. D. research proposal arises from an M.Sc. project undertaken by Tianyi Chen at Manchester University. It is based on research carried out as part of the EU 'Framework 6' WINDECT project which explores the means of achieving high quality voice telephony over a wireless LAN as may be used in a converged enterprise network.  The background is explained, existing work is surveyed and the potential for improved error concealment strategies based on the processing of damaged packets is explained.  A problem arising from the proposed use of IEE802.11i security protocols is presented as a further research topic.  

Introduction

According to R.A.Mercer [1], an ‘enterprise network’ (EN) is a corporate-wide computer network that ties together the communications, processing and storage resources of a corporation, thereby making these resources available to users distributed throughout the corporation.  Local access to the EN may be provided via wired and wireless 'local area networks' (LANs) and/or private telephone networks which are linked by suitable 'back-bones' and 'inter-premises networks' (IPNs) typically containing both customer-owned elements and elements provided by public service providers.

Traditionally, voice telephony and data use separate communication links both locally and between premises. Conventional plain old-fashioned (POTs) and/or cordless DECT telephone networks are used for voice traffic with LANs and IP links used for data.  Private branch exchanges (PBX) for voice, and ‘routers’ for data, link the local facilities to the available IPN communication resources.  In more advanced ENs, 'Voice over Internet Protocol' (VoIP) networks separate from the data networks may be set up within any of the premises with bandwidth management schemes determining how the available IPN and ‘public switched telephone network (PSTN) capacity is made available to data and voice traffic.   IPN resources may thus be shared, but with data and voice telephony provided locally by separate networks.   In a ‘converged enterprise network', data, telephony and multi-media traffic share the same wired and wireless networks both locally and for the IPN. Comparing with a non-converged enterprise network, this can be much more flexible and functional and less costly. 

The use of VoIP telephony over wired and optical fibre networks has advanced vastly over recent years to the extent that most voice communication over such links, including exchange to exchange communications, will likely be using IP in the fairly near future.  This in itself is a strong motivation to adopting all-IP signalling in ENs, combining voice and data both locally and over IPNs.  Where bit-rate capacity (or 'bandwidth') is likely to be in abundance, as with many wired and optical fibre networks, this approach is clearly likely to be successful.  However, such over-capacity is not likely to be available with wireless networks and in particular with wireless LANs as may be used to provide both voice and data access to a converged EN.   This proposal concerns the requirements of voice over wireless LAN (VoWLAN) as may be employed in converged enterprise networks, for example to replace a cordless DECT network.

Such a requirement places a higher demand than simply the provision of voice communications of indeterminate and unpredictable quality within the vicinity of a convenient access-point.  If VoWLAN is to be used seriously within a corporation, it has to be of high quality, suitably low delay and provide universal coverage within a building with distortion-free 'hand-over' from access-point to access-point as a person moves through the building.  Access opportunities to the radio medium must be designed to minimise power consumption by the mobile terminals by allowing the terminals to partially power down between transmissions, as in DECT equipment.  

  The requirements for a VoWLAN system for a converged EN may be summarised as follows: 

(1) The Quality of Service (QoS) delivered by the WLAN and the backbone must be optimally used.

(2) The power consumption of each terminal must be minimized as in DECT terminals. 

(3) The performance must be predictable. 

(4) The radio medium must be used efficiently to reduce network congestion. 

(5) The effect of voice transmission on data transmission must be minimised and vice versa .

(6) The delay incurred by the WLAN link must be as close as possible to that of DECT.

(7)  It should provide seamless hand-over between access points.

Voice over WLAN

Although it is only now that people are beginning to use voice over WLAN (VoWLAN), we believe that the current VoIP over WLAN will fail ultimately because of conventional WLAN standards. The IEEE 802.11 protocol family, even the IEEE 802.11e standard specifically designed for QoS, does not provide access to an available radio medium in a way that is efficient for voice over WLAN.  This is not too surprising as the standards are essentially derived from protocols designed for wired networks (predominantly Ethernet) where bandwidth is plentiful, power consumption minimisation and hand-over are not issues and packet damage due to bit-errors is rare.  

There are lots of problems with the IEEE 802.11 protocol family when applied, in conventional 'contention access' mode (CSMA/A) to VoWLAN.  It is generally believed that a conventional IEEE 802.11b WLAN can accommodate at most about eight VoIP users without other data communication, and that even modest amounts of data can reduce this capacity considerably. This is due to the unpredictability of when transmission opportunities will occur with normal 'contention mode' access, and also the added packet header overheads as the short-payload VoIP packets traverse the various layers of the standard protocol stack.   In such a VoWLAN system, it is also difficult for a device to find time to scan for new access points for possible hand-over, not to mention achieving seamless hand-over.  A novel and effective solution to these problems has been proposed by MERU [6] using proprietary access-points implementing a medium access control mechanism above the CSMA/CA controls to schedule VoWLAN transmissions in a pseudo-time division multiplexed fashion.  We wish to further consider this approach and compare it with the WINDECT approach [3] which achieves a truer form of time-division multiplexing using the standardised 'HCCA' mode of IEEE802.11e.  The adoption of the standardised IEEE802.11e MAC as used by WINDECT compared to the proprietary mechanism used by MERU[6]  raises many interesting issues.

A fundamental problem is that VoIP schemes are normally designed for wired networks with QoS characteristics that are different from those of wireless links. Packets are often delayed by wired networks, but are seldom lost. By contrast, packets will often be lost or damaged on WLAN links and current VoIP schemes may not be suitable for dealing with the loss or damage. 

Many people believe that VoIP over WLAN, for example SKYPE over WLAN, will become a victim of its own success as more and more people use it and wireless networks become congested. Therefore, we need new version of the IEEE 802.11 standard. We need to revolutionize the current wireless standard to make it more suitable for multimedia. We also need better error concealment strategies. The Cyclic Redundancy Check mechanism (CRC) used in the 802.11 MAC protocol is not good enough. Even one single bit error will cause a whole packet to be dropped. It is then necessary to use packet loss concealment (PLC) to replace the lost packet. This approach is now being widely proposed and used for converged enterprise networks. Two currently used PLC techniques are ‘ITU-T G711 standard’ and ‘ANSI rec T1.512-2000’. Both of them are suitable for certain network scenarios or encoded technologies though they have drawbacks.
Error concealment

We believe that in many cases, it is easier and more accurate to conceal the loss of a few voice samples within a packet than to discard the whole packet. It is argued that for VoWLAN application, “A damaged packet is better than no packet”. A new approach, proposed by Barry Cheetham [2], is to improve current error concealment strategies for voice over WLAN in converged enterprise networks by reducing the dependency on packet loss concealment (PLC).  As well as improving speech quality in situations where bit-errors are occurring, this approach is also intended to reduce power consumption and WLAN congestion by reducing the number of automatic packet retransmissions.

Such 'ARQ' retransmissions take place at the 'data link' layer when packets arrive too badly damaged to be corrected by the FEC mechanism.  In the IEEE802.11 standards, the mechanism consists of a convolutional coder at the transmitter and a 'soft decision Viterbi decoder at the receiver with interleaving to reduce any burstiness in the bit-error pattern.  Each packet has a built in 32-bit 'cyclic redundancy check' (CRC) and if the packet obtained from the Viterbi decoder fails this check, the IEEE802.11e standard currently requires that the whole packet be discarded.   There is allowance for a number of automatic retransmissions of the same packet, typically up to seven and is only when all these re-transmissions have failed that a packet is considered lost.   Each of these ARQ retransmissions consumes energy, increases network congestion and there is no guarantee that if one transmission fails, the next one will fare any better. 

The mandatory discarding of damaged packets may be supportable for data. However, in some cases, the damage may have affected only a small number of bits, perhaps only one.  Where the payload is voice or image, the effect of a small number of bit-errors may be minimal, even imperceptible, or at least preferable to the distortion created by the imperfect process of PLC, (or the equivalent in image processing).  It seems intuitive that a damaged packet, though imperfect, may contain useful information and discarding it is wasteful of the limited transmission resources of the wireless LAN. 

Hence we are interested in exploring the advantages to be gained by processing damaged packets and thereby making a case for future standards and modifications to the IEEE 802.11 standards allowing this to be done.  An obvious first approach is to combine several damaged versions of a packet in the hope of constructing one version which is error-free or has a reduced number of bit-errors.   Simple approaches based on 'majority voting' have been tried where versions are combined by observing which bits are consistently 1 or 0, or what the majority verdict is when there are bit-errors. Combinations of majority voting and 'brute force' inversions have also been tried to try to find a packet which passes a CRC check.  What appears not to have been tried so far is the use of  'soft decision' output Viterbi decoding (SOVA) from which we could get not only a bit-stream bit also a 2-bit confidence indication for each bit (as in the 3-bit quantised 'soft decision' input).  There are clearly gains to be made from this 'SOVA' approach even for a single transmission and the possibility of reducing the number of ARQ re-transmissions by causing them to cease when a correct or suitable (almost correct) packet has been constructed is worthy of exploration, we believe.  There is also scope for 'intelligent acknowlegements' which request retransmissions only of parts of a packet.

In the case where the above-mentioned processing (e.g. majority voting) fails to produce a correct packet, there are still alternatives to conventional packet-loss concealment (PLC).   A new approach called ‘sample loss concealment’ has been proposed as part of the WINDECT research [2].  The theory is based on the short-term self-similarity of speech signals which gives the redundancy exploited by code excited linear prediction (CELP) speech coders as used in cellular mobile telephony.  By using a short term linear predictor, we can predict future samples based on those already known. If such predicted samples are then received with bit-errors, the predictions can be used to reduce or even eliminate the perceived effect of the bit-errors.    
Samples in the packet containing bit-errors may be made detectable by applying a parity check on each sample. A simple strategy is that if a speech sample fails to pass the parity check at the receiver, it will be replaced by a predicted sample.  This may be expected to be closer to the original one that was transmitted than the erroneous version. A more ambitious idea is to correct erroneous samples on the basis of the predictions by estimating which bits have been received in error. The two strategies proposed above have been evaluated in simulation by means of MATLAB and also in real network scenarios [2,3]. They both produce noticeable improvement in speech quality and thus have potential as part of the new VoWLAN standard, WINDECT [3].

These tests have been carried out in the absence of encryption, though the use of WEP or the later improved versions of WEP which rely on straightforward bit by bit 'exclusive or' operations with a known key would achieve the same results.  The implications of using more advanced encryption in future (e.g. CCMP and TKIP) as being standardised by IEEE802.11i pose interesting problems since the effect of a single bit error will now propagate in principle across a 128 bit block.  Minimising the effect of bit-errors with such as scheme when the encryption key is known exactly is a further research problem to be examined. 

All aspects of the human-computer interface (HCI), the prototype adaptation layer (PAL) linking the upper layers of DECT to the WLAN MAC and physical layers, and the audio processing daemon which conveys packetised speech between terminals and a PBX via access points, have been implemented as a WINDECT demonstrator.  This real time implementation of WINDECT is in the form of PCs linked by TCP/IP connections which simulate the true HCCA WLAN network access mechanism.  The audio daemon was the responsibility of Manchester University, and is available as a vehicle for further research and to demonstrate in real time the error concealment mechanisms mentioned above.  This project will take over the audio daemon and use it in this way.     

The proposal

The error concealment strategies outlined above have much potential but require more research to optimise their effectiveness.  The ARQ packet processing by majority voting and SOVA require an optimised MATLAB implementation and detailed examination.  The ‘sample loss concealment’ approach outlined above has already been applied to a WINDECT [3] VoWLAN system, but there is still much that could be done to improve this approach. 

First, the linear predictor used in Dr. Cheetham’s approach is a tenth order finite impulse response (FIR) digital filter whose coefficients are adapted periodically by an analysis technique known as Durbin’s algorithm [4]. Bit-errors will affect the accuracy of this algorithm but not catastrophically until the bit-error rates become very high. There are ways to reduce the effect of bit-errors on the accuracy of the linear prediction analysis and these are to be investigated. One way is to use only samples that are considered correct to calculate the prediction coefficients and the ultimate predictions. This method is expected to reduce the effect of bit-errors on the prediction coefficients although the prediction may not be as close as possible to the originally transmitted samples.  Another way is to iterate the coefficient estimation and prediction processes corrected samples replacing the ones with bit-errors. This iteration scheme is simple but may fail if errors by chance occur in the same bits for every prediction. Also, the time consumed to do the repetition has to be considered because of the real-time nature of VoIP. 

According to Dr. Cheetham’s approach, the 512 control bits of the mac-protocol data unit (MPDU) within each packet are protected by an additional 16-bit CRC code included within the payload. This is referred to as a 'partial CRC' check.  If the received packet fails this 'partial CRC' check, the whole packet will be discarded since the bit-errors may have affected vital addressing or control information. The more bits in a control header, the higher is the probability that the frame will have to be discarded, so it would be advantageous to compress the header taking advantage of redundancy in header fields of the same packet as well as consecutive packets of the same packet stream. [5]. Thus we can use header compression to make the control bits shorter so that they are less likely to fail the partial CRC check and are more suitable for noise affected wireless channels. 

In Dr. Cheetham’s approach, a parity check is used over the most significant four bits of each 8-bit G711 A-law sample as used in the WINDECT demonstrator.  These 4 bits contain the sign and 3 exponent bits. Because a parity check can not indicate which bit is wrong and also cannot detect 'powers of two' errors, this scheme is not efficient enough. We can use Hamming codes with additional parity to allow for the detection of multiple errors. If the parity check fails, the Hamming code can indicate the position of error. If the parity check passes but the Hamming code check fails, this could due to multiple errors and the sample need to be concealed. In this way we can make the error detection more accurate and more efficient. As mentioned above, the effect on this idea of more advanced encryption as being proposed by IEEE8702.11i must be investigated, and the idea is to be optimised for G726 as well as G711 encoded speech.

 The success or otherwise of the various approaches may be assessed by the ITU standardised PESQ-MOS measures of speech quality as implemented as a computer package by OPTICOM.

Conclusions

The processing of damaged packets has been established as a suitable topic for further research and a series of objectives for a PhD programme have been defined.  They are summarised below:

(1) Implement, investigate and optimise 'majority voting' and SOVA scheme for combining damaged packets to reduce or eliminate bit-errors.

(2) Further investigate the LP based sample loss concealment scheme.

(3) Improve the accuracy of the linear prediction when bit-errors occur.

(4) Investigate the use of header compression as a means of further reducing the number of lost packets.

(5) Investigate the implications of using IEEE802.11i encryption in future schemes and devise a way of eliminating or minimising the propagation of bit-errors if this is possible.

(6) Devise a better sample error detection scheme for G711 (64 kb/s A-law) and G726 (32 kb/s ADPCM) encoded speech samples.

(7) Update the WINDECT demonstrator with a real time implementation of the error concealment strategies.

(8) Using the OPERA software provided by OPTICOM, produce PESQ-MOS assessments of speech quality and delay measurements for a range of different operating conditions. 

The success of  these objectives would, we believe, make a profound contribution to the advancement of VoWLAN and make a strong case for the necessary changes to the IEEE802.11 standards.  In the short term, end-to-end VoIP over WLAN may seem an obvious and adequate approach to the provision of voice telephony in converged ENs, but as the quality requirements increase, its use becomes more widespread and the effects of WLAN congestion become more evident, the need for schemes like WINDECT and the error concealment schemes proposed above will become obvious.   
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