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Comp60242: ‘Mobile Computing’ (March 2009) 
· Answer three questions in TWO hours.

· Electronic calculators not capable of storing text may be used.

· This is NOT an open-book exam

June 2009

Time: tbc

Please answer any THREE Questions from the FIVE questions provided

Please use a separate answer book for sections A and B

The use of electronic calculators is permitted provided they

are not programmable and do not store text


For full marks your answers should be concise as well as accurate.

In order to achieve full marks you should show your working for any calculations.

Section A

1 (a) Contrast how:

· The operating system for a desktop computer running Microsoft Windows or Linux and

· The operating system for a Personal Digital Assistant (PDA) device 

creates new processes.









[5 marks]
(b) What similar and different operations tend to be provided by the operating system in these two different classes of environments?










[5 marks]
(c) How do the characteristics of computer networks differ from those of traditional telephone networks?  






[3 marks]
(d) As observed at the network layer, what are the fundamental differences between the quality of service offered by wireless computer networks as compared with that of wired computer networks. Explain why IEEE802.11b and IEEE802.11g wireless local area (Wi-FI) networks are not ideal for providing mobile access to voice over IP (VoIP) telephone services. What problems can ‘contention mode access’ (CSMA) cause when battery powered mobile equipment is used for voice over WI-FI?  What features of more recent IEE802.11 standards could, in principle, be employed to reduce these problems?  
 [7 marks]
Section B
2.
a.

Why does an IEEE 802.11a system using RTS/CTS have lower throughput than an equivalent system using IEEE 802.11bg? How might the IEEE 802.11a system be modified to correct this issue?

[4 marks]

b.

Using the example IEEE 802.11g wireless computer nodes A, B, X and Y in the picture below, explain why even when RTS/CTS is successfully used some data transfers will still fail? 

[7 marks]

c.

Explain how transmit power adaptation can be used to maximise the throughput of a wireless network using RTS/CTS? For the example in the picture below, how might the power adaptation change the behaviour of node A sending data to node B when at the same time node X trying to send data, also using RTS/CTS, to node Y. 

[5 marks]

d.

i. 
Is power adaptation like this provided for in the IEEE 802.11 standards? 

ii.
If IEEE 802.11 does provide power adaption, how does it work? 

Iii
If IEEE 802.11 does not provide power adaptation, explain how it might be implemented?

[4 marks]


[image: image6.wmf]
 3a.


For what types of application and environment would you choose IEEE 802.11 (WiFi) for the interconnection of a mesh of wireless sensor nodes?  What features of WiFi guided your choice of applications and environments?
For what wireless sensor network applications and environments would WiFi be a bad choice? In each case explain why?

[7 marks]

3.
b.


A mesh topology battery powered wireless sensor network (WSN) is deployed in a location that is a long way from any infrastructure networks. The wireless sensor network is assumed to have a few nodes that are capable of passing on captured sensor data to the Internet and thereby to a database where the data can be analysed and monitored.

If the wireless sensor network nodes are deployed by dropping them from an aircraft resulting in a random layout of node, describe what the nodes need to do to establish a reliable network to forward sensor data to the Internet?

[10 marks]


c.

How does the wireless sensor network deal with issues such as clock drift at wireless nodes and eventual failure of the nodes as they run out of power?

[3 marks]

Section C
4.(a) A block diagram of the ‘wired equivalent privacy’ (WEP) encryption method proposed by the IEEE802.11 standards is given in figure 1.  Explain the function of each block and then explain why WEP is now considered to be a weak security method for wireless LANs. 


[8 marks]
(b) Explain the mechanism of a ‘cyclic redundancy check’ as used for error detection.   If a CRC has generator polynomial G(x) = x4 + x3 + 1, calculate the CRC of the short bit stream 1 0 1 0 1 1 .

[6 marks]
(c) Why are convolutional rather than block codes currently used for forward error correction (FEC) in wireless networks?  If a convolutional coder has two generator functions expressed in octal as (11) and (13) draw a diagram for the coder and calculate the first 8 bits of its output when the first 4 bits of the input are ‘1 0 1 1’.    








[6 marks]
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Fig 1:  Block diagram of WEP encryption method.

5(a) Explain why ‘sinc-like’ base-band pulse-shaping is necessary when pulses representing binary data are to be transmitted by single carrier modulation. In theory, what is the maximum achievable band-width efficiency, at base-band, if inter-symbol interference (ISI) is to be eliminated?  Why is this maximum bandwidth efficiency difficult to achieve in practice?     
[6 marks]
(b) Explain the principle of a vector-modulator and ‘complex base-band’.  How does the vector modulator achieve the same the bandwidth efficiency as would be obtained with base-band transmission?  [4 marks]  

(c) According to the Shannon-Hartley law, what ‘signal-to-noise ratio’ (SNR) must be achieved to convey 128 Mb/s with an arbitrarily small bit-error probability (PB) over a radio channel with bandwidth 20 MHz where the reception is affected by ‘additive white Gaussian noise’ (AWGN)?               
[2 marks]
(d) What causes ‘frequency selective fading’ in a radio channel?  Compared with single carrier modulation, what are the advantages and disadvantages of ‘orthogonal frequency division multiplexing’ (OFDM) for radio communications over frequency selective fading channels?
[8 marks]
MODEL ANSWERS & MARKING SCHEME
1 (c)
Traditional telephone links are ‘connection orientated’ which means that once a call is set up, it is allocated a fixed link that remains connected until the end of the call. The connections are made as though they were ‘circuit switched’ as in the early days of telephony.  Delays are very low; i.e. not much greater than the propagation delay due to the speed of light through optical fibres (approx 200,000 km/s) .  Computer networks are packet switched, not connection oriented and subject to unpredictable and sometimes large delays.









[3]
1(d) Wired computer networks have very large bandwidth resources available and rarely cause packets to be damaged or lost, though packets may be excessively delayed, with considerable delay variation (jitter) from packet to packet. 









[1]
Radio links are restricted in bandwidth, and the available bandwidth is used less efficiently than the wired equivalent since the physical layer synchronising preamble has to be much longer for radio (about 180 (s for IEEE802.11b WLANs) than for wired (6.4 (s for 10MHz Ethernet.  Because of front end antenna noise, bit-errors occur much more frequently and these may cause frequent packet loss.  The many re-transmissions that may be required with error detection and ARQ at the data link layer could be very expensive in terms of congestion, leading to increased packet loss, jitter and ultimately, catastrophic failure.  











[2]
Network congestion over a contention mode access WLAN is a potential problem with several VoIP users.   The regular access required by each user places heavy demand on the available capacity.   VoIP packets must be comparatively short to achieve the required latency.  The overheads of RTP, UDP, IP and IEEE802.11 MAC headers together with bit and frame synchronisation bits at the physical layer make the payload a very small proportion of what has to be transmitted with each packet.      
[2]
With WiFi, seamless handover is not currently supported and the use of the ‘break before make’ non-seamless handover, which is supported, appears to be limited.  




[1]
Battery usage ‘talk time’ and ‘standby time’ are vital issues.    With contention mode, media access is granted at varying intervals of time depending on traffic patterns, varying packet sizes, the need for re-transmissions and a whole host of other largely unpredictable events.  Since a delay limited wireless device cannot be sure when it will receive a transmission and/or get a transmission opportunity, it is difficult for it to sleep in the short time intervals, typically about 20 ms, between the receipt of successive speech packets.  CSMA requires the radio medium to be sensed more or less continually. Further, the energy costs of data link layer retransmissions due to collisions may be considerable.  

[1]
One possible solution to this problem lies in the use of ‘non-contention’ mode WLAN access..    Non-contention mode means that an access point acts as a central controller and uses ‘polling’ by sending ‘beacons’ at regular intervals to tell each device when it will receive data and when it can transmit.  A VoIP over WLAN system could send polling beacons at intervals of 20 ms to each device, and devices could then sleep for about 19 ms until the next beacon is expected.  This gives considerable energy savings.   The new IEEE802.11e standard provides this feature. 




[1]
4(a) WEP is a security protocol for WLANs designed to give security equivalent to that provided on wired networks. As part of the IEEE802.11 standard, it aims to provide the following: 
Confidentiality by encrypting payload of a frame with a symmetric key shared between wireless device & Access Point. 
Integrity by appending a CRC check sequence (ICV) to the payload to allow the receiver to confirm that it is not altered in transit. 
Authentication by restricting access to devices with a valid key




[2]
The ICV is appended to the payload & they are encrypted together using the output of a RC4 cypher stream generator.  This is a pseudo-random binary number generator initialised by a WEP key.  A different pseudo-random bit-stream steam, of any required length, is produced for each different ‘WEP key’.  The WEP key must be secret & ideally changed for every packet.  The RC4 pseudo-random bit-sequence is XORed with the ‘payload + ICV’ to encrypt it.





[2]
The WEP key is produced by choosing between four stored ‘secret symmetric keys’ and appending an Initialisation Vector ‘I-V’.  A different I-V should be used for each frame to ensure that the stream cipher produces a different bit-sequence for each frame.   The I-V is appended unencrypted to the WEP frame with choice of secret key.









[1]
Limitations of WEP:










[3]
1) Lack of a standardised distribution mechanism for secret keys.

2) Original manual distribution led to infrequent key updating which allows attackers to assemble a large amount of packets encrypted with the same WEP key. 
3) Use of CRC rather than cryptographically secure hash functions for ICV.
4) IV sent unencrypted & often not randomly changed.

5) IV is only 24-bit long, so repetitions of RC4 bit-stream will occur. 

6) Some choices of IV (‘weak IVs) can make it possible to deduce the secret part of the WEP key from the RC4 bit-stream & hence from long term analysis of the encrypted frames.

(Reusing an RC4 bit stream is very bad because XoR-ing two encrypted messages will then remove the encryption.)
5(b) Represent bit-stream by a polynomial, p(x) say, after appending N zeros where N is the order of the ‘generator polynomial’ g(x) known at transmitter & receiver.  Then, using plolynomial ‘division’ in modulo 2 (xor) arithmetic, divide p(x) by g(x) and note the remainder.  The remainder, represented by 
N-1 bits, is the CRC check.  Append this and send.  Do same polynomial ‘division’ at receiver.  If remainder is not identical, the CRC fails.







[2]
Since the generator polynomial is of order 4, append four zeros to 1 0 1 0 1 1 to produce 

                                     1 0 1 0 1 1 0 0 0 0 with polynomial x9 + x7 + x5 + x4
                    x5    +   x4  +  x + 1
x4 + x3 + 1  ) x9   + x7  +x5  +  x4

        x9   + x8   + x5         (
                              x8  + x7 + x5 +x4


      x8  +  x7  + x4    (
                                               x5 
                                        x5   +     x4      + x     (
                                                x4    +     x







[3]
                                         ---------------------
                                                x4 + x3 + 1  

                                           --------------------

                                                      x3 + x + 1  

So remainder is x3 + x + 1   which means that ‘4-bit’ CRC check is 1011.



[1]
4(c) Block codes require the whole block of data to be available before it can be coded at the transmitter, and similarly the complete block of coded data must have been received before decoding can begin at the receiver.   Convolutional coding can start as soon as a few bits have been received and can go on uninterrupted in principle for ever.  Similary, a convolutional decoder can start producing its error-corrected bit-stream once about 50 bits (or so) bits have been received from the channel, and can go on decoding for as long as the transmitter continues to send it data. Convolutional coders are used in WLANs for blocks of data as extracted from individual packets.  This is because convolutional coding is particularly easy to implement, and the ‘Viterbi’ decoding process is highly efficient and economic to implement.  By contrast, block coding and decoding becomes computationally expensive for large blocks, and inefficient if large packets is split up into smaller blocks.  



[3] 
This is a ‘half-rate coder with constraint length 3? : there are three delays as shown:
[image: image1]














[2]
May be helpful to tabulate as follows to calculate output:

	bn
	bn-1
	bn-2
	bn-3
	bn(bn-3
	bn(bn-2(bn-3

	1
	0
	0
	0
	1
	1

	0
	1
	0
	0
	0
	0

	1
	0
	1
	0
	1
	0

	1
	1
	0
	1
	0
	0


Hence encoder output bit-stream is:  1 1 0 0 1 0 0 0 …





[1]
5(a) Pulse-shaping is necessary to limit, as far as practically possible, the band-width of the base-band signal without introducing 'intersymbol interference' (ISI).   




[1]
A pulse that is bandlimited (in the frequency domain) cannot be time-limited.  


[1]
Hence ISI will occur unless the main lobe of each pulse is made to correspond with the zero-crossings of all others.   











[1]
This can be achieved with ‘sinc-like’ pulses in a family referred to as ‘Nyquist pulse shapes’.  Raised cosine (spectrally shaped) pulses are part of this family, as is a pure sinc pulse.. 


[1]
A bit-rate of 2 b/s per Hz is achieved at base-band with pure sinc pulse shaping and this is the max achievable bit rate at base-band without ISI.







[1]
This is difficult to achieve because of the sinc time-domain shaped pulse which dies away slowly, and needs high order pulse shaping filter to approximate it.   Because of this, it has high susceptibility to symbol timing errors.










[1]
5(b) Modulation by a carrier (cos or sin) doubles the bandwidth of the base-band signal and therefore reduces the max bandwidth efficiency from 2 b/s/Hz to 1b/s/Hz.




[1]
A ‘vector-modulator’ is as follows:

[image: image3]
                                                                                                                                                  [1]

The signal i(t) is the "in-phase" component of a "complex base-band signal" and q(t) is the "quadrature" component.    The vector-modulator is capable of transmitting ‘two bit-streams for the price of one’ since a synchronous receiver is capable of receiving the i(t) and q(t) channels independently.

[1]
Hence the band-width efficiency is doubled from 1 b/s per Hz back to 2 b/s per Hz if binary PSK is used on both channels.   










[1]
(The vector-demodulator is capable of receiving "two 1b/s/Hz signals for the price of one").

5(c) The Shannon-Hartley Law tells us that theoretical maximum bit-rate that can be transmitted with an arbitrarily small bit-error rate (BER), with a given average signal power, over a channel with bandwidth B Hz which is affected by AWGN is 


[image: image4.wmf]ond
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[1]
where S/N is the mean-square signal to noise ratio (not in dB), and the logarithm is to the base 2.  To avoid calculating logs to the base 2,
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This means that if S/N >>1, the channel capacity C ( 0.332 times B times the SNR in dB.

Channel capacity C = 0.332 x 20 x 106 x SNR = 6.64 x 106 x SNR bits/s


128 x 106 <  6.64 x 106 x SNR bits/s

Therefore  SNR > 128 / 6.64  =  16.26 dB to allow 128 Mb/s to be conveyed with arbitrarily low bit errors rates, i.e. a bit-error rate that can be made as low as required by careful design of the digital transmission method.









[1]
5(d) Fading is due to the effect of multi-path propagation since the radio transmission from a given base-station or a given mobile user will be reflected by buildings and thus reach its intended target by a multitude of different routes.  








[1]
The different routes introduce different phase shifts, and so when the reflected signals reach their target some of them will add in phase and reinforce each other, and some will be out of phase and can cancel each other out.  










[1]
The cancellation is referred to as "fading", and it will be frequency dependent, i.e. the same phase differences will cause reinforcement at some frequencies and cancellation at other frequencies.
[1]
OFDM is very good for channels affected by frequency selective fading for several reasons.

(1) info can be spread out across sub-carriers  so that when some are lost, others will compensate. [1]
(2) equalisation much easier than with single carrier systems since OFDM equalisation done by multiplication in frequency-domain after FFT.  Easier than adaptive filtering used for single carrier. [1]
Disadvantage of OFMD is "peak to mean" ratio of symbols which can be very large by nature of  FFT & its inverse. Shape of each OFDM symbol is very complex & must be sent & received accurately.  [1]
Amplitudes can become very large in comparison to the mean. 

Definitely not "constant envelope". 








[1]
Transmitter & receiver must be linear to preserve shape.   Therefore, need ‘class A’ amplifiers: less power efficient than those for constant envelope transmissions.   




[1]
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