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I. INTRODUCTION

Temporal logic model checking, first developed by Clarke
and Emerson [1] and independently discovered by Queille : ring
and Sifakis [2], is an automated technique for the verifarati —— ~EIEErD
of finite-state systems. The specification is expressed as a
logical formula. Model checking aims at establishing wieeth
a system is a model for a given formula, i.e., if it is satisfies Fig. 1. The Kripke structure of an alarm clock
specification. Model checking has had a big impact on formal
verification over the past twenty five years [3], [4].

Section Il describes the basic algorithm for temporal logigdock beingoff, on, ringing, andsnoozedespectively. Transi-
model checking, as well as some of the breakthroughs in tfiigns of a Kripke structure represent the possible evohstiof
area. Section Ill introduces some recent developments ah@ystem. For example, the Kripke structure in Figure 1 has a
ideas for future research in this area. transition from states; to stateSs;, meaning that it is possible
for the alarm clock to go from the state where it is ringing to
the state where the alarm has been snoozed. However, there
The aim of formal methods is to prove that a given systei® no transition from state5; to stateSs;, because the alarm
satisfies its specification by formal means, e.g., mathealaticannot be snoozed if it is not ringing.
proofs. In order to do so, the system and the specificatiod nee .
to be formally described. In model checking, the semantics Eemporal Logic
a system is usually given by means of a Kripke structure, T@mporal logic is a formalism for reasoning about time with-
labeled graph that represents the possible states of ansys@!t introducing time explicitly. It is an extension of prago
and the transitions between them. The specification, idsteional logic where temporal operators are introduced tsoea
is expressed using temporal logic [5], an extension of p.rop@bOUt the timing of events. In model checking, two altexsti
sitional logic that allows reasoning about the relativeitign temporal logics are commonly used: Computation Tree Logic
of events. In the following, we will describe Kripke struogs (CTL) [6] and Linear-Time Temporal Logic{T'L) [7]. The

II. MODEL CHECKING

and temporal logics. former uses a branching notion of time and can reason about
_ multiple paths at once. The latter uses a linear notion oétim
Kripke Structures and considers a single path at a time. B andLTL can

A Kripke structure is a directed graph where vertices afge expressed in terms of the temporal logQiT'L* [8]. CTL

labeled by sets of atomic propositions. Vertices are calleshd LTL formulas represent two overlapping, but different

statesand edges are calla@dansitions A subset of the states subsets ofCTL* formulas.

is designated as initial. An example of a Kripke structure, The temporal logi®CTL* defines twopath quantifier{the

modeling the behavior of an alarm clock, is shown in Figure liniversal path quantifieA and the existential path quanti-
Given a set ofatomic propositiond P, a Kripke structure  fier E) and fourtemporal operatorgnext X, eventuallyF,

is atupleM = (S, R,I,L) whereS is a finite set of states globally G, and untilU). There are two types of formulas:

R C S x S is aset of transitiondetween stated, C S is a state formulasand path formulas State formulas are defined

set of initial statesand L : S — 24" is alabeling function asf :=p|fVvf|fAf|-f|Ag|Egand pathformulas are

A path of a Kripke structureM is an infinite sequence of definedag) ::= f | gVg | gAg| 9| Xg|Fg|Gg|gUg

statesm = sg, s1,... such thatsy € I and, for everyi > 0, wherep € AP is an atomic propositionCTL* formulas are

(si,siv1) € R. Given a pathm, «* indicates the infinite state formulas according to the above definition.

path s;, s;+1,... and (i) indicatess;. We assume that the A states of M satisfies the formula if s is labeled byp; it

transition relationR is total, i.e., every state has a validsatisfiesA g if every pathr of M starting ats satisfiesy; and

successor and each finite path is a prefix of some infinite paithsatisfieskE g if there exists a patlr of M starting ats that
The states of a Kripke structure represent the differem¢stasatisfiesy. A pathr of M satisfies the state formulaif 7(0)

of a system. For example, the Kripke structure in Figure 1 haatisfiesf; it satisfiesX g if 7! satisfiesg; it satisfiesF ¢ if

four statesSy, S1, S2, and S3, corresponding to the alarmthere exists ari > 0 such thatr’ satisfiesg; it satisfiesG ¢



if for every i > 0 pathr® satisfiesg; and it satisfiesy; Ug, composition is a counterexample.

if there exists an > 0 such thatr? satisfiesg, and for every  The LTL model checking algorithm constructs Biichi

0 < j < i pathn/ satisfiesg;. Given a Kripke structurél/, automaton[11] B-, that accepts the traces that satisfy.

a states, and a pathr, we write M, s = f if state s of M Different algorithms for doing this have been proposed [10]

satisfies state formulf, andM, 7 |= g if path of M satisfies [12]. Given the Kripke structureM corresponding to the

path formulasy. system, an equivalerBuchi automatonB);, is constructed.
Consider again the Kripke structure of Figure 1. The initiaThe model checking algorithm constructs, on-the-fly, the-sy

state satisfies the formulAG —(ring A snooze), since no chronous composition of the two automata and checks for

state is bothringing andsnooing. On the other hand, it doesthe presence of accepting runs. In order to detect accepting

not satisfy the formul&|[-ring U snoozel, since every path runs, the algorithm performs a depth first search (DFS) on

that reaches a state labeleddnoozehas to go through a statethe graph corresponding to the composition. Every time an

labeled byring. accepting statey is reached, a second DFS is started from
CTL andLTL are sub-logics o£CTL*. CTL is obtained that state to determine if statecan be reached from itself. If

by requiring every temporal operator to be immediately préhis is the case, the run, made of the states needed to reach

ceded by a path quantifier and vice-versa. AL formula is stateq from the initial state followed by an infinite number

a CTL* formula of the formA g where no path quantifiers of repetitions of the states needed to reach sjédtem itself,

appear ing. is accepting. Therefore, it corresponds to a counterexanapl
_ . the specification. If no accepting runs exist, we can corelud
Model Checking Algorithm that every initial state satisfies the specification.

Themodel checking probleman be stated as follows: given asymbolic Model Checking
Kripke structureM and a temporal logic formul4, determine One of the main limitations of model checking is the size

if M,s |= f holds for every initial states  I. Different of systems that can be verified. If the system is too large

mpdel chgcki_ng aIgorit_hms use spepific te.chniques 0 ansk the specification too complex, model checking might not
this question in an efficient way. In this section, we pressut terminate due to insufficient resources, e.g., running tone

quel checking algorithms, one _for specifications eXIOItdESSﬁ1emory. This is known as thstate explosion problenOne
using CTL and one for specifications expressed usifigL.. of the major breakthroughs in model checking has been the
CTL Model Checking. The algorithm [1], [9] assumes thatdevelopment ofsymbolic model checking a technique that
the specificationf is a CTL formula. EveryCTL formula uses binary decision diagrams (BDDs) to represent sets of
can be rewritten in terms of onlEX, EG, EU, -, andA. states and transitions. Model checking is performed direct
The algorithm labels each state with the sub-formulag tiffat on the BDD representations.

hold at that state. It is applied recursively on the struztof Reduced Ordered Binary Decision Diagramsor ROBDDs,

the formula. The base case corresponds to atomic propasitio

h iof . o labeled bif i are an efficient data structure to represent Boolean func-
states that satisfy an atomic proposition are labeled bif it. tions [13]. Given a set of variable¥ — {z1,...,z.}, a

the formula is of the form-f, all stat(_es that are not Iabeledbinary decision diagramis a directed acyclic graph where
by [ are labeled by-/. If the formula is of the form/y A f2.  g50h " non-terminal vertex has two successor8ue(v) and

all states that are labeled by and f, are labeled byfy A fo. false(v) and is labeled by a variablear(v), each terminal

If the formula is (.)f the formEX f, each predecessqr of & ertex is label by eithertrue or false, and a vertexr is
state labeled by’ is labeled byEX f. If the formula is of designed as the root of the binary decision diagram. Given a
the formE[f, U fo], then all states that are labeled fyand variable order<, a total order over the variables In, a binary

all predecessor of states labeled fyor by E[f, U f2] that decision diagram is ordered if, given any two nonterminal
are themselves labeled bfj are labeled byE(f, U fo. In verticesu and v such thatv is a successor ofi, we have
order to determine the states that satiEf¢z f, the algorithm that var(u) < var(v). An ordered binary decision diagram

i - f . . . . .
considers the sub-grap’ made of the states d¥/ labeled is_reduced if: (i) there is only a single terminal vertex for

by f. Each state in a non-trivial strongly connected componeft ., label;(ii) there exists no two nonterminal vertices

of G is labeled byEG f. Moreover, every predecessor of & ndv such thatvar ) = var(v), false(u) = false(v), and
state labeled G f that is itself labeled by is also labeled ;0" e(y): émd (i fo(r z;v o n(ognterminm(v;}tem,

by EG f. false(v) # true(v). In the following, we will use the term
LTL Model Checking. The algorithm [10] assumes that theBDDs to refer to ROBDDs unless otherwise noted. BDDs
specification is alLTL formula, i.e., of the formA ¢. Check- provide a canonical representation of Boolean functiong&rgy
ing that the system satisfies the formulag is equivalent to a set of variables/ = {xi,...,2,}, a BDD represents a
checking that it satisfiesE —~g. The algorithm constructs anBoolean functionf(z1,...,z,). To determine the value of
automatonB-, that accepts the traces that satisfy. The f for a given value of the inputs, start from the root node
automaton is composed with an automaton that accepts Waen at a nonterminal vertex if var(v) is assigned the value
traces of M. If the composition is empty, thed/ satisfies true, move to the vertex corresponding tgue(v) otherwise
the specificationA g. Otherwise, any of the traces of themove tofalse(v). Proceed until a terminal vertexis reached:



the value of the function is the label af Boolean operations, a Boolean formula in conjunctive normal form (CNF) and
e.g., A, -, and3, can be applied directly to BDDs. are based on the Davis-Puthnam-Logemann-Loveland (DPLL)
Boolean functions can be used to represent Kripke strumgorithm [17], [18]. If the formula is satisfiable, they phace
tures. Given a Kripke structur®/, we can define a booleana satisfying assignment, if it is not, they produce a proof of
encoding of its states using a finite set of variablés= unsatisfiability.
{z1,...,2,}. A set of statesS can then be defined by its In the context of model checking, SAT solvers have become
characteristic functionS(s) that evaluates tdrue if state popular since the introduction of bounded model checking
s € S and false otherwise. We define a set of variablegBMC) [19]. The main idea of BMC is to encode the possible
V' ={z,..., .}, called next-state variables. The transitiomounterexamples to a given specification as a SAT formula.
relation of M can then be represented by the Boolean functi@ince the formula must be finite, the counterexample needs to
R(s,s") overV UV’ that evaluates térue if a transition from be finite as well. Specifically, BMC generates a formula that
s to s’ is possible. encodes the existence of a counterexample of a given length
A CTL model checking algorithm that operates on sets &f
states represented as BDDs was proposed in [14], [15]. AsFor simplicity, we will consider only safety specificatioof
before, we need to consider orfl8X, EG, EU, A, and—, as the form AG p, wherep is an atomic proposition. Extensions
formulas can be rewritten to contain only these operatods athat are able to handle more complex specifications are prrese
atomic propositions. The set of states labeled by an atonmcthe literature [19]. Given an encoding of the states, we
proposition can be represented as a BDD. Boolean operatdedine three boolean predicateB(s), R(s,s’), and F(s).
can be represented by the corresponding Boolean operati®nsdicatel (s) is true if s is an initial state. PredicatB(s, s)
on BDDs. Given a BDD representing the set of states sdg-true if s’ is a successor of PredicateF'(s) is true if states
isfying the formulaf, the BDD corresponding t&X f can is labeled by atomic propositign The formula corresponding
be obtained by computingz(s) = 35" : f(s’) A R(s,s’), to a counterexample of lengthis:
where each operation can be performed directly on BDDs.
The EG and EU operators cannot be computed directly. I(s0) A R(s0,51) A ... A R(sp_1,5:) A F(sp) (1)
However,EG f can be defined as the greatest fixed point of
eg(Z) = f NEX Z and E[f; U f5] as the least fixed point which is satisfiable if and only if there is a counterexample
of eu(Z) = f, V (f1 A EX Z). Since the set of states isOf lengthk. By using a SAT solver it is possible to check if
finite, andeg(Z) andeu(Z) are monotonic functions, the leastd counterexample exists. Moreover a counterexample can be
and greatest fixed point of these functions can be computfained by analyzing the satisfying assignment produged b
iteratively. For instance, for computing[f, U f»], we start the SAT solver. If the formula is unsatisfiable, then there ar
with Q being equal to the empty set of states. At each iteratiof@ counterexamples of length
the states that satisfy, and the states that have a successor If no counterexamples of lengthare present, it is necessary
belonging toQ and also satisfyf; are added toQ. This to repeatthe check for a greater length. The procedurerconti
process continues until no new states can be addéd fthe ues until either a Counterexample is found or the Complemene
set ) at the last iteration is equal to the set of states thHtreshold is reached. The completeness threshold [20]eis th
satisfy E[f; U f,]. If the BDDs representing the set of state§inimum length such that, if the specification is violatdre
Satisfyingfl andf2 are given, all operations can be performeQXiStS a counterexample shorter than that Iength. Bounds on
directly using BDDs. the completeness threshold of various classes of spewfisat
The main advantage of symbolic model checking is that tl@ve been given in the literature [19], [21], [22]. However,
BDD representing a set of states can be much smaller tH¥igctice, the computed bounds are often quite large. In this
the set it represents. BDD-based symbolic model checké&gse, the verification terminates when the problem becomes
have been used to check systems with a number of stafé§actable, without being able to prove that the systensfes
that is beyond the reach of ordinary model checkers [14}€ specification.
However, BDD-based symbolic model checking is not the The approach as presented is, therefore, inherently incom-
definitive solution to the state explosion problem: while oflete, unless tight bounds on the completeness threshald ca
average BDDs provide a compact representation of BooleB determined. However, complete methods based on bounded
functions, there are Boolean functions whose represemtati model checking that rely on alternative methods to deteemin
as BDDs are exponential in the number of variables, whidrmination have been proposed [23], [24], [25].
may make symbolic model checking impractical. 1. SOETWARE AND BEYOND
Bounded Model Checking The previous section described some of the seminal work in
Boolean satisfiability (SAT), the typical example of an NPmodel checking. One of the application domains in which
complete problem, has been the focus of a lot of attentiomodel checking has seen most successes is hardware: model
in recent years. SAT solvers have been developed that areckers are currently used by many semiconductor manufac-
able to handle problems with a large number of Booleanrers [3]. One of the reasons is that hardware designs are
variables [16]. Most of modern SAT solvers take as inpwtell suited for model checking: they are defined by using



Boolean gates and their semantics is straightforward. At timake verification feasible. We believe that techniques that
same time, historic events have provided the circumstaioces apply existing software model checking to models that idelu
technology transfer. For instance, soon after Intel hactalf time and continuous dynamics are crucial in making model
a large number of Pentium processors because of a design lingcking scale to large, complex systems.

researchers were able to sh(_)\{v that the bug could have b‘ﬁ?”{he following, we will present two approaches, one for
detected by using formal verification [26]. Since then, manymed systems and one for hybrid systems, that allow apglyin

chip design companies have been using model checking &g are verification techniques to systems that includreti
other formal verification techniques. or continuous dynamics

Software Model Checking.More recently, software has beenTime d Automata Verification
the focus of much effort in the model checking commu-
nity. Tools like SLAM [27], BLAST [28], MAGIC [29], While real-time systems are, in general, infinite-stateesys
and CBMC [30], just to cite a few, have been deve|0pek@pcause time is a continuous variable, under certain assump
that are aimed at the verification of software. Some of tHENS, itis possible to reduce the problem to finite-stateleto
techniques for software model checking that have been véiyecking. In recent work [39], we have investigated teches)
successful arpredicate abstractiofid1] andcounterexample- that, by using a well known mapping from infinite-state timed
guided abstraction refinemerj82], [33]. These techniquesautomata to finite-stateegion automata can leverage the
have made model checking of software feasible. recent advances in model checking. In particular, we have
- , developed abstraction and optimization techniques toaedu
Infinite-State Systems.While th(? state space _Of, a SF’“W"’,“ he size of the state space that needs to be visited by the
may be very large, under certain conditions, it is still #nit 46| checker. We introduced a new abstraction technique,
This is not true of all types of systems. In recent yearg,q.q GOABSTRACTION, which aims at reducing the size

efforts have been made to address formal verificatianfofite _ of the state space while preserving the validity of inténest
state systemdn general, model checking cannot be applleg ecifications

to an infinite state system directly, because model checgkin As for future work, we are developing technique to handle

in its most basic form, would er_1umerate th? states of tl%%me of the other sources of the state explosion problem for
system and therefore never termmgte._Te_chmques have bﬂﬁE class of systems. We are currently looking at techréque
developed th".ﬂ allow m(_)del _checkmg |r_1f|n|te stqte SySteMat deal with large constants in the constraints and at whys
In the follpw_mg, we wil bneﬂy desgnbe two important applying counterexample-guided abstraction refineme3jttf8
examples{(i) timed systemsand(ii) hybrid systems find the best abstraction that is able to prove the specificati
Timed Systems.In some cases, correctness of a system dat hand.

pends on thexact timing of event#\s a consequence, modelﬁ_|
must include the time at which events occur. A commonly used’
formalism to model and reason about timed systentiried Another area of active research is the verification of hybrid
automata[34], [35]. Timed automata are an extension of finit8ystems, i.e., systems in which discrete and continuous com
state automata that define a setedl-valued clock variables Ponents coexist. One of the challenges is that the contsuou
The state space of a timed automaton can be infinite as ffnponents give rise to an infinite set of possible states.
clocks assume values from the reals. Specialized algosithm The approach we proposed in [40] focuses on control

and data structures have been developed that enable m&@8ware, a particular kind of software that interacts wath
checking of timed automata [36], [37], [38]. continuous environment. Very often such software is made of

Hvbrid S Anoth le of infini a set of periodic tasks, that are executed on a fixed schddule.
ybrid Systems. Another example of infinite state systems,, . approach, instead of looking at sets of continuous state

hybrid systemsre characterized by the presencedicrete we look at continuous states individually. Given the amount

and continuous componentghe continuous components ar%t time during which the continuous system is evolving, the

;Jsuallyddemhed ll(J.smghdgfgc;entlal equations. Most tech?fq period of the tasks, the continuous state will evolve follugy
or model checking hybrid systems represent sets of COfg jittarential equations. If the differential equaticare de-

tinuous states using specialized data structures. Pmyhe.erministic and time invariant, we can use numerical sirtioita

defined as the intersection of a set of half-spaces, are e""iyp'al orithms to compute the continuous state that is reached

example of such data structures. Operations on these d r time elapses. One of the advantages is that numerical

structures are u;ually quite expensive and they introduee o simulation algorithms are quite efficient and can be applied
approximations in order to guarantee that the sets that are

btained b d by the ch q #Ca large class of differential equations. It is then pdssib
obtained can be represented by the chosen data structure.,, 4iiemate continuous transitions —implemented by niimer

Timed and Hybrid Software. Most of the existing approachescal simulation— and discrete transitions —correspondimg t
for model checking of timed and hybrid systems focus ostatements in the software— to perform model checking.
the infinite-state components. However, when looking at Experimental results on this technique are promising. This
complex piece of software that includes this type of conapproach, however, introduces approximations in two @ace
ponent, software model checking techniques are neededtiie numerical simulation introduces some numerical error;

brid Systems Verification
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