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ABSTRACT

Communication by e-mail has become a vital part of ev-
eryday business and has replaced most of the conventional
ways of communicating. Important business correspondence
may require certified e-mail delivery, analogous to that pro-
vided by conventional mail service. This paper presents a
novel certified e-mail delivery protocol that provides non-
repudiation of origin and non-repudiation of receipt security
services to protect communicating parties from each other’s
false denials that the e-mail has been sent and received. The
protocol provides strong fairness to ensure that the recipient
receives the e-mail if and only if the sender receives the re-
ceipt. The protocol makes use of an off-line and transparent
trusted third party only in exceptional circumstances, i.e.
when the communicating parties fail to complete the e-mail
for receipt exchange due to a network failure or a party’s
misbehaviour. Considerations have been taken in the pro-
tocol design to reduce the use of expensive cryptographic
operations for better efficiency and cost-effectiveness.

Categories and Subject Descriptors
H.4 [Information Technology and Systems Applica-
tions]: Communications Applications— Electronic mail

1. INTRODUCTION

With the growing reliance on e-mail as the main business
communication tool, there is an increasing demand for a
reliable e-mail service that has embedded robust security
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services. The basic e-mail security services include the pro-
vision of privacy (only the intended recipient can read the
message) and authentication (the recipient can be assured
of the identity of the sender). Cryptographic mechanisms
for providing these security services, i.e. symmetric encryp-
tion and digital signatures/certificates, have been applied in
Internet mail systems, such as S/MIME [21] and PGP [11].

In addition to sender authentication and message privacy,
S/MIME can also provide a signed receipt service. A signed
receipt from the recipient (requested by the sender) serves as
a non-repudiable proof of receipt for a specific e-mail. How-
ever, the return of this receipt relies on the willingness of
the recipient to honor the sender’s request and provides no
protection to the sender if the recipient chooses not to sign
and return the acknowledgement after having read the mes-
sage. In other words, this technique does not truly provide
non-repudiation of the receipt security service. For a viable
certified e-mail service, the following security properties are
needed:

e Non-repudiation of origin - the recipient must have a
way of proving that a specific e-mail indeed originates
from the sender;

e Non-repudiation of receipt - the sender must have a
way of proving that the recipient has indeed received
a specific e-mail;

e Strong fairness® for the exchange of an e-mail for a
receipt - the recipient should obtain a specific e-mail if
and only if the sender obtains a receipt for it.

Digital signature mechanism provides the basis for the provi-
sion of non-repudiation security service. A digital signature
on a message establishes the authenticity of the message and
the identity of its originator. Therefore, the sender’s signa-
ture on a message serves as a non-repudiable proof of its
origin, and a proof of receipt is represented with the recip-
ient’s signature on the received message. A certified e-mail
protocol must prevent a misbehaving recipient from refus-
ing to return his receipt, i.e. from selectively acknowledging
a message, after seeing its content. As the receipt depends
on the message, the recipient cannot simultaneously receive
the e-mail and sign the receipt. Therefore, adequate security
protocols are required to simulate this pseudo-simultaneous

! An exchange protocol provides strong fairness [2] when, at
the end of an exchange, if and only if one party has ob-
tained the other party’s item (or can obtain it without any
further assistance of its originator), then the other party has
obtained its expected item (or can obtain it without any fur-
ther assistance of its originator).



exchange over a serial communication network and ensure
that neither party suffers a disadvantage in the process.

The objective of this paper is to present a new and effi-
cient RSA-CEMD protocol for the two communicating par-
ties to fairly exchange an e-mail message for an RSA-based
receipt. The RSA-CEMD protocol is based on a crypto-
graphic primitive called verifiable and recoverable encrypted
signature (VRES). VRES enables the recipient of an e-mail
to encrypt his receipt (i.e. signature) in such a way that
the sender can werify the correctness of the receipt with-
out accessing its content, and, at the same time, the sender
is convinced that an agreed trusted third party (TTP) can
recover the receipt from its encryption, should the recipi-
ent refuse to do so. In this way the services of the TTP
are invoked only in case of dispute; otherwise, the TTP is
off-line.

The major contribution of the paper is the design of a novel
certified e-mail protocol that offers a simple but efficient so-
lution for the certified e-mail delivery problem. It is based on
the standard RSA signature scheme [19] and satisfies all the
security properties mentioned above. The protocol design
attempts to minimize storage and computational require-
ments placed on the TTP, enabling it to serve more users
and making it easier to implement. The participation of the
TTP in the protocol is transparent, i.e. the receipt recovered
by the TTP in case of dispute is indistinguishable from that
generated by the original signer. The protocol is designed in
such a way that only the initiator of the protocol needs to ac-
tively take part in possible dispute resolution with the TTP.
This property enables the communication load on the recip-
ient to be minimized and to safeguard the recipient from
potential denial-of-service attacks by malicious senders.

The reminder of the paper is organized as follows. Next
section discusses the related work in the area of certified e-
mail delivery and fair exchange. Section 3 summarizes the
notation and the assumptions used in the RSA-CEMD pro-
tocol design. Section 4 presents the RSA-CEMD protocol.
Section 5 analyses the RSA-CEMD protocol in terms of se-
curity and performance, and compares it with the related
work. Section 6 outlines our conclusions.

2. PREVIOUS WORK

Many solutions for the fair exchange and certified e-mail
problems have been proposed in the literature. These solu-
tions can be largely divided into two main categories depend-
ing on whether or not the protocols concerned have made
the use of any TTP to assist the parties with the exchange
process and achieving fairness.

Protocols that make no use of the TTP are based on the
idea of simultaneous and gradual exchange of small parts
of secret items (usually bit-by-bit) to achieve fairness [6, 7,
9, 16] (for more recent two-party approaches see probabilis-
tic protocols [12, 14]). However, this category of protocols
has some obvious drawbacks. Firstly, the exchanged secrets
must be of the same length for the protocol to achieve fair-
ness. Secondly, the participating parties must have the same
computational power to prevent a situation when a compu-
tationally stronger party launches a brute-force attack to
compute the remaining bits of his counterpart’s secret be-

fore releasing all of its bits. Thirdly, the correctness of each
released bit has to be checked and this creates an exces-
sive computation and communication burden. Finally, both
parties must be available on-line to engage in the protocol
execution.

To overcome these weaknesses, the TTP-based protocols
have been introduced. The TTP can be either on-line, par-
ticipating in every exchange process, or off-line, where it
does not take part in the exchange process if the parties
themselves can reach a satisfactory completion. An on-line
TTP can act as a delivery authority, which collects the ex-
changed items from the participating parties, checks their
correctness and forwards them to the corresponding recipi-
ents [1, 6, 8]; a central server that serves as a public message
board [20, 22]; a notary that receives and notarizes non-
repudiation evidence to be retrieved by participating parties
later on [24]; a beacon broadcasting randomized signals at
regular time intervals [17]. The drawbacks of this approach
are that the TTP has a potential to become a single point of
failure, as the availability of the T'TP is essential for the cor-
rect functioning of these protocols, and a communicational
and computational bottleneck, as all the traffic goes through
the TTP. Thus, the off-line TTP-based approach (also called
the optimistic approach) [3, 5, 10, 13, 15, 23] remains the
only practical solution for certified e-mail delivery.

Recently, a number of off-line TTP-based fair signature ex-
change protocols have been proposed based on a crypto-
graphic primitive called verifiable and recoverable encrypted
signature (VRES), some of which can be found in [3, 4].
VRES can also be applied in the design of certified e-mail
protocols in the following way - the receiver of an e-mail
generates the VRES of his receipt and then uses it to secure
the release of the e-mail from the sender. The sender veri-
fies the VRES, and if valid, sends the e-mail to the recipient.
The possession of the recipient’s VRES ensures the sender
that he will definitely get the receipt, even if the recipient
refuses to send it later on, as the agreed TTP can help to
recover the receipt from VRES.

The main advantage of our protocol is that its novel method
for VRES allows fair certified delivery in a more efficient
manner in comparison with other related VRES-based cer-
tified e-mail protocols [3, 5, 13], in terms of number and
length of messages required and number of expensive cryp-
tographic operations used in formation of the messages. Pro-
tocols [3, 5] employ interactive zero-knowledge (ZK) proofs
for VRES verification, which can be computationally con-
suming and generate an excessive communication overheads,
whereas VRES verification in our protocol is performed effi-
ciently without any on-line interactions between the sender
and the recipient.

3. PRELIMINARIES
3.1 Notation

The following notation is used throughout the paper.

o Eoip(x) and Eg(x) express the ciphertexts of a data
item x created with a public key pk and a private key
sk, respectively, using RSA public-key cryptosystem
[19].

e h(z) is a strong-collision-resistant one-way hash func-
tion, i.e. h(z) has the following properties:



(a) for any z, it is easy to compute h(z);

(b) given h(z), it is hard to compute z;

(c) given m, it is hard to find 2’ (# z) such that h(x) =
h(z").

e z, y denotes the concatenation of data items x and y.

3.2 Assumptions
The following assumptions are used in the design of the
RSA-CEMD protocol.

e Party P, wishes to send an e-mail message M to party
P, in exchange for P,’s receipt for M.

e P, and P, have agreed to employ an off-line TTP P,
to help them with the exchange if they cannot reach a
fair completion of the exchange themselves.

e Every party Pi(i € a,b,t) has a pair of public and
private RSA keys, expressed as pk; = (e;,n;) and
sk; = (di,n;), where n; is a product of two distinct
large primes p; and ¢;, and (e; x d;) = 1 mod ((p; —
1) x (g; — 1)). Public key pk;(i € a,b,t) is certified by
a Certification Authority and known by all the other
parties.

e Party P,’s receipt for message M, denoted as receipty,
is represented by P,’s RSA signature on the message
M:

receipty, = (h(M))™ mod ny = Eq, (h(M)).

e Party P, has obtained a certificate Cyy = (pkt, wot, Sot ),
issued by P, prior to the exchange, for an additional
RSA-based public key pkp:. The public key pky: and its
corresponding private key sk are denoted as pky: =
(evt,nve) and sk = (dpe, not), respectively, where np,
is a product of two distinct large primes chosen by P,
and is approximately the same size as np, and ep; is re-
quired to be the same as ey, i.e. e, = ep:. The purpose
of this certificate is to establish a secret key sky: be-
tween P, and P, which is to be used by P, for the gen-
eration of verifiable and recoverable encryption of re-
ceipt for message M, and by P; for the recovery of Py’s
receipt, should it be necessary. wy: in Cy; is defined as
Wt = (h(skt,pkbt)fl X dp¢) mod mpe, where sky is Py's
private key. Note that P; has no need to store the se-
cret key skp: as it can compute it from wp using its pri-
vate key sk, i.e. dpe = (h(ske, pkot) X wp) mod npe. Spe
in certificate Cy; is P;’s RSA signature on h(pkp:, wet),
ie. spt = Esk, (h(pket,wse)). P only needs to issue
one certificate Cy; for Py, e.g. when party P, registers
Wlth Pt.

e The VRES is based on the following theory [18].

Theory of cross-decryption. Let n; and na be rel-
atively prime and bases of two RSA cryptosystems,
and e; = ez = e the corresponding public-key expo-
nents. For any two messages m and m’, such that
m < min(ni,n2) and m’ < min(ni,n2), the following
holds:

(m® mod (n1 X n2)) mod n1
(m® mod (n1 X n2)) mod n2

€
=m'“ mod n; & m =m/,
/€ !
=m' modns & m=m.

In simple terms, this theory states that for two RSA
cryptosystems with the same public keys, either of the
private keys di or d2 can be used to decrypt m® mod
(n1 X m2) to recover m.

e Party P, initiates the RSA-CEMD protocol. The com-
munication between all the protocol parties is carried
out through confidential and authenticated channels
11, 21].

4. RSA-CEMD PROTOCOL

The RSA-CEMD protocol comprises two protocols - the ex-
change protocol and the receipt recovery protocol.

4.1 The Exchange Protocol
In the exchange protocol, parties P, and P, attempt to ex-
change message M for its receipt. The exchange protocol
(Figure 1) comprises steps (E1)-(E4).

(E1): Po — Py : h(M), Esk, (h(M))
(EQ): Pb — Pa : wb,:C(L'b,yb,Cbt
(E3): P, — P, : M

(E4): P, — Py

Figure 1: The exchange protocol

(E1): P, transfers to P, the hash value h(M) and its digital
signature Esk, (h(M)) on M. The signature will serve as a
non-repudiable proof of origin of M.

(E2): Upon receipt of the two items, P, verifies P,’s signa-
ture using Verification 1.

Verification 1:

Decrypt the signature Esg, (h(M)) with P,’s public key pkq
to gain a hash value h(M)’, and confirm that h(M) =
h(M).

If Verification 1 is negative, P, may either ask P, to re-send
message (E1) or terminate the protocol execution. Other-
wise, P, produces verifiable and recoverable encryption of its
receipt for message M, denoted as (yv, Zs, zxp). To do so,
Py chooses a random prime number 7, < np, and computes:

yo = 1 mod (np X npt),
Ty =1p X (h(M))db mod ny = (1, X receipty) mod ny,
xxy, = 15 X Fepy, (R(yp)) mod npe = (15 x (h(ys))®*) mod nps.

P, then transfers his VRES (ys, zb, xxs) and certificate Cht
to P,.

(E3): Upon receipt of these items, P, performs Verification
2 to check the correctness of P,’s VRES.

Verification 2:

(a) Check the correctness of signature sy in certificate
Crt = (pkot, Wot, Spt), i.e. decrypt sy with Py’s pub-
lic key pk: to gain a hash value hv’, and confirm that
h(pkpt, wpt) = hv'.

(b) Confirm that

2% mod np = (rp X (h(M )) )b
= (y» x h(M)) mod np.

mod nyp

(¢) Confirm that
2y mod ny = (1, X Eag, (h(y)))* mod na
= (ro x (h(y))™")"™ mod nuy
= (1% x (h(yp))®t™**) mod ny
= (y» X h(ys)) mod np:.



Here, e, = ept, and yp mod np = (15°® mod (ny X npt)) mod
ny = 1°° mod ny = Epg,(ry) according to the theory of
cross-decryption, and similarly y, mod ny: = Epg,, (1), so
y» can be decrypted using either private key sky or skt to
recover Ty.

In detail, verification 2(a) makes sure that certificate Chy
is valid so that P can recover private key sky: related to
public key pkpy: in Cyp. Verification 2(b) confirms that item
xp contains P,’s receipt related to message M. Verification
2(c) together with (b) ensures that the same number r; is
used in the computations of y,, zp and xxp, and that the
modulus operation in y, is based on ny X np, so that P;
can decrypt y» with the private key skt to obtain 7, for the
recovery of Py’s receipty, to be detailed below. If Verification
2 is negative, P, may either ask P, to re-send message (E2)
or terminate the protocol execution. Otherwise, P, transfers
the message M to Pj.

(E4): Upon receipt of M, P, performs Verification 3 to
ensure the correct message M was received.

Verification 3:

Confirm that message M received generates the hash value
identical to that received in step (E1), i.e. calculate the fresh
hash value h(M)" of the received message M and compare
it with the hash value h(M) received from P, in step (E1).

If Verification 3 is negative, P, may either ask P, to re-send
message (E3) or terminate the protocol execution. Other-
wise, P, transfers r, to P,.

Upon receipt of r,, P, uses it to derive receipt, from xp
received earlier:
. -1
recetpty =1, = X xp mod nyp.

P, verifies the correctness of receipt, using Verification 4.

Verification 4:

Confirm that E,x, (receipty) = h(M), i.e. decrypt receipty
with P,’s public key pks to gain the hash value h(M)"”, and
confirm that h(M)"" = h(M).

If Verification 4 is positive, the certified e-mail delivery is
completed successfully, i.e. P, has obtained P,’s receipty
and P, has obtained P,’s message M together with its proof
of origin Esk, (h(M)).

4.2 The Receipt Recovery Protocol

In case when P, fails to obtain P,’s correct receipt, after
handing over M to P,, P, may request P, for the receipt
recovery by invoking the recovery protocol (Figure 2). The
steps (R1)-(R3) of the recovery protocol are performed as
follows.

(R1): Py — Py : M, Gy, yp, o
(R2): P — Py : 1y
(R3) Pt—>Pb3M

Figure 2: The receipt recovery protocol

(R1): P, transfers the items M, Ch, y» and xp to P, which
performs the following verification.

Verification 5: .
Confirm that 23 mod ny, = (rp x (h(M))*)” mod ny =
(yp x h(M)) mod np.

The purpose of Verification 5 is to prevent P, from sending
an incorrect message M’ and getting P; to unlawfully recover
Py’s receipty for him. In other words, h(M) received by P,
in step (E1) and used by P, for the computation of xp in
step (E2) must be identical to the hash of the message M
computed by P; in step (R1). If Verification 5 is negative,
P; rejects P,’s request. Otherwise, P; derives key skp =
(dbt, npt) from Cyr = (pkt, wee, Spe) using its private key Skt,
as described in section 3.2, and uses key sky: to decrypt
y» mod net = Ep,, (15) to recover 7.

(R2): P, then sends 1, to P,, who uses it to compute Pp’s
receipty as follows:
. -1
receipty =1, X xp mod nyp.

(R3): P, forwards M to P,.

5. RSA-CEMD PROTOCOL ANALYSIS
5.1 Security Analysis

Here, we first analyse the security of verifiable and recover-
able signature encryption of Py’s receipt (yb, o, Txp). Yo =
75 mod (ny X npe) is a minor variation of RSA encryption,
so it is hard for any other party P,(¢& {P», P:}) to decrypt ys
to recover 1, without knowing private key ski, or skp:. It is
also hard for P,(# P») to factor zp = (rp X receipty) mod np
to gain receipt, without knowing r. Similarly, it is hard
for P, to obtain ry from zxy = (rs X Eg,, (h(ys))) mod
nyt. Therefore, it is hard for P, to obtain receipt, from
(Yo, Tv, TTD).

We now consider various attempts of cheating by either P, or
P, and analyse how the protocol contends these attempts.

e P, attempts to cheat by using different random num-
bers instead of a single number 7, or an incorrect
receipty’ to generate (yv,Tp,xxp). Verification 2(b)
performed P, will fail if the incorrect receipt,” has
been used to produce z, and Verification 2(c) or 2(b)
will fail if different numbers have been used to generate
(y», xv, zzp). Consequently, P, will terminate the pro-
tocol, so P, gains no benefit from this misbehaviour.

e P, attempts to cheat by refusing to send 7, or sending
an incorrect 7’ in step (E4). P, can detect this de-
ception after a timeout or by Verification 4. However,
as P, must have received Py’s correct VRES in step
(E2) (otherwise P, would have terminated the proto-
col earlier), P, can ask P, for the recovery of r, to
obtain receipty.

e P, attempts to cheat by refusing to send M or sending
an incorrect M’ in step (E3). If P, does not receive M
before a timeout or detects the incorrect message M’
through Verification 3, P, will consequently terminate
the protocol. This means that P, will not receive rp in
step (E4), which is needed to compute Py’s receipty,
so P, gains no benefit from this misbehaviour.

e P, attempts to cheat by requesting P; to recover P,’s
receipt after step (E2) without sending M to P, in
step (E3). One of the conditions for P; to accept Py’s
request is that P, must provide message M that can



pass Verification 5. If Verification 5 is positive, P;
forwards P,’s message M to P, while passing r to P,.
Thus, P, cannot benefit from this misbehaviour, as
message M will ultimately be delivered to P, by P;.

The following discussion demonstrates that the protocol can
meet the non-repudiation and strong fairness requirements.

Suppose that P, has obtained P,’s message M, i.e. P, has
received M in step (E3) of the exchange protocol, or in step
(R3) of the recovery protocol. Then P, has certainly got the
correct items from P, in step (E2) of the exchange protocol.
Consequently, P, can obtain r, from P, in step (E4), or
request P; for the recovery to get rp in step (R2). After
obtaining 7, P, can use it to derive P,’s receipt from xy.

Similarly, suppose that P, has obtained receipty, i.e. P, has
received the correct items from P, in step (E2) and 7} in step
(E4) of the exchange protocol, or rp from P; in step (R2) of
the recovery protocol. This implies that P, has received the
correct M from P, in step (E3), or from P, in step (R3).

The above analysis implies that either P, will receive mes-
sage M and P, will receive P,’s receipt, or neither of them
will receive anything. Therefore, the protocol meets the non-
repudiation of receipt and the strong fairness requirements.
Non-repudiation of origin is achieved by having P, send its
signature Fgg, (h(M)) in step (E1).

5.2 Comparison with Related Work

As can be seen from the RSA-CEMD protocol description,
the involvement of the off-line TTP in the protocol is trans-
parent, i.e. the structure of the receipt received at the end
of the exchange does not reveal whether or not the TTP
has been involved in the protocol execution, and the receipt
received is a standard RSA-based signature. Protocols [2,
3, 10, 23], however, impose a non-standard and protocol-
dependant structure for the receipts, and the TTP’s involve-
ment in these protocols is not transparent. In protocols [2,
3, 10, 23] both the sender and the recipient actively partici-
pate in dispute resolution, whereas in our protocol only the
sender is actively involved. Certified delivery protocols from
[3, 5, 13] are based on the VRES similarly to our protocol.
Asokan el al.’s protocol [3] can be applied to various signa-
tures schemes, but is rather inefficient due to the underlying
interactive ZK proof used for VRES verification. Markow-
itch and Saeednia’s protocol [13] is based on the Girault-
Poupard-Stern (GPS) signature scheme, which is not widely
used in practise. In the following we provide a detailed com-
parison of our protocol with the Ateniese and Nita-Rotaru’s
recently proposed certified e-mail protocol [5], denoted as
the ANR protocol hereafter.

It seems appropriate to compare the two protocols, as both
are based on the VRES method, are capable of achieving
strong fairness, and are suited for RSA-based receipts. Effi-
ciency of the two protocols is analysed in terms of the num-
ber of protocol messages and the number of expensive com-
putations involved in the formation and verification of all the
protocol messages. Expensive computations refer to modu-
lar exponentiations. Single multiplications and hash value
computations are omitted, as they are considerably faster.
The results of the comparison are shown in Table 1. The
following analysis demonstrates that our protocol requires

less communication and computation overheads, and places
less security and storage requirements on the TTP.

1. Both protocols require an initialisation phase for a
party and a T'TP to agree on a shared secret, which is
used by the TTP for possible receipt recovery. In both
protocols the TTP issues a certificate for the shared
secret. In the ANR protocol, however, the TTP needs
to store and safe-keep the secret. In our protocol, there
is no need for the TTP to store the shared secret as it
can be computed from the party’s certificate.

2. VRES generations in both protocols require 3 modular
exponentiations. However, VRES verification in our
protocol is performed non-interactively and requires 3
modular exponentiations, whereas VRES verification
in the ANR protocol is an interactive ZK proof and
requires 4 exponentiations.

3. Both exchange protocols require 4 messages. How-
ever, since VRES verification in the ANR protocol is
executed interactively, it requires a ZK sub-protocol
with 2 additional protocol messages, thus 6 messages
in total.

4. The recovery process in the ANR protocol is more com-
plex than that in our protocol, and requires 5 expen-
sive exponentiations, as opposed to only 2 exponenti-
ations in our protocol.

Our protocol | ANR protocol
No. of exponentiations
in VRES generation 3 3
No. of exponentiations
in VRES verification 3 4
No. of exponentiations
in the exchange protocol 9 14
No. of exponentiations
in the recovery protocol 2 5
No. of messages
in the exchange protocol 4 6
No. of messages
in the recovery protocol 3 3

Table 1: Comparison of our and the ANR protocol

6. CONCLUSIONS

This paper has presented a secure and efficient RSA-CEMD
protocol for certified e-mail delivery with standard RSA-
based receipts. The proposed protocol is suited for situa-
tions where the involved parties can resolve the communica-
tion problems themselves, and rely on an off-line and trans-
parent TTP only as a last resort. The protocol has proven
non-repudiation and strong fairness properties, and requires
only a small number of expensive cryptographic computa-
tions and protocol messages. For our further work, we intend
to formally verify and prototype the protocol.
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