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Abstract

This paper aims to utilise different approaches to fair document exchange to propose a unified approach for the
development of a flexible, general and secure fair document exchange system able to guarantee strong fairness
for a document exchange among any number of parties under various situations. At the heart of this unified
approach are methods for a verifiable and recoverable encryption of a symmetric (or conventional) key for
document encryption and decryption in a simple and efficient manner. The verifiability means that any party can
verify the correctness of a key encrypted without actually viewing the key, and the recoverability implies that the
party can be assured that a designated party or a group of designated parties can decrypt the encrypted key to
recover the original key. These methods are essential for the unified approach to achieve strong fairness. The
main contribution of the work presented in this paper is that the unified approach proposed represents the first

effort on providing an efficient unified solution for achieving strong fairness in document exchange.
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1. Introduction

One of the principal activities in e-commerce is concerned with fair document exchange among a group of
parties (e.g. companies, organisations or individuals). Such exchange is required when the documents to be
exchanged contain valuable information. For example, a vendor exchanges valuable €electronic goods for a
payment from a customer, a group of companies or individuals exchange valuable electronic goods, and an
individual or a company exchanges an important email or document for acknowledgements from a number of
recipients. The valuable nature of the documents dictates that the exchange must be secure and fair to prevent a
dishonest party from misbehaving and to avoid the situation where a party P, can obtain an expected document

from another party Py, while P, cannot get its expected document from P,.

So far a number of approaches have been proposed to achieve fair exchange (Asokan et al., 1996 — Bao et al.,
1999; Chen, 1998; Franklin and Reiter, 1997; Franklin and Tsudik, 1998; Khill et al., 2001; Okamoto and Ohta,
1994 — Ray and Ray, 2001; Vogt et al., 1999; Zhang et al., 1999). The main methods used by these approaches

can be divided into three categories:

(1) Online trusted neutral (or third) party (TNP) based approaches: An online TNP acts as an intermediary to
assist other parties in a document exchange. It is online because it takes part in the exchange process to
perform tasks such as collecting, verifying and forwarding data items related to keys for document

decryption (Franklin and Reiter, 1997). The neutral party could also be semi-trusted in the sense that it may



misbehave but does not conspire with any party involved in the exchange (Franklin and Reiter, 1997). The

use of a semi-trusted neutral party (STNP) makes its implementation easier.

(2) Offline TNP based approaches:. An offline TNP does not participate in an exchange in normal cases. In
other words, the parties involved in the exchange can fairly complete the exchange without any involvement
of the TNP if the exchange process is operated properly. The TNP is invoked to recover necessary
information, e.g. a signature on a file or a message (Bao et al., 1998), so as to ensure a fair completion of
the exchange only in abnormal cases where the exchange is not operated properly due to system faults or a
party’s misbehaviour. This type of approach becomes preferable as it offers the more cost-effective use of a
TNP. As with the online TNP based approaches, the neutral party could be semi-trusted as well (Bao and
Deng, 1999).

(3) Approaches without use of any TNP: Most of them are based on gradual secret releasing, e.g. (Okamoto and
Ohta, 1994), and probabilistic methods, e.g. (Rabin, 1983), which are not considered as cost-effective (Bao
et al., 1998), e.g. they require many rounds of exchanges. There is another approach (Zhang et al., 1999)

which utilises honest behaviours of over half of multiple parties involved in an exchange to achieve fairness.

Fairness can be divided into strong fairness and weak fairness (Asokan et al., 1997). Strong fairness means that
at the end of an exchange among a group of parties, either each party can obtain every expected document from
the others, or no party can obtain any expected document from any other party. Weak fairness implies that at the
end of an exchange, either it achieves strong fairness, or any party P, which cannot obtain an expected document
from another party Py, can prove to an arbiter that Py, has received (or can receive) its document. In the latter
case, an external dispute resolution system such as a court of law is needed to resolve the dispute, which may not
guarantee that P, will receive the expected document from Py. Thus strong fairness is more desirable, which is

the main issue to be addressed in the rest of this paper.

There are a number of fair exchange approaches such as those given in (Asokan et al., 2000 — Bao et al., 1999;
Chen, 1998), which belong to category (2) above and can achieve strong fairness. These approaches are
concerned mainly with exchanges involving signatures. The principal idea used by the approaches is based on a
verifiable and recoverable encryption of a signature. The verifiability means that any party can verify the
correctness of the encrypted signature without actually viewing the signature. The recoverability implies that
only a designated offline TNP (or STNP) can decrypt the encrypted signature when the TNP is invoked for the
legitimate recovery of the signature. This verifiable and recoverable signature encryption is essential for the

approaches to achieve strong fairness based on an offline TNP.

However, existing approaches offering strong fairness suffer two main weaknesses. First, in an exchange of
documents, the parties involved normally first exchange their documents encrypted with symmetric (or
conventional) keys, and then exchange the keys for the decryption of the documents. The main issue for this
exchange is about how to exchange the keys fairly. It would be desirable to apply the concept of verifiable and
recoverable signature encryption to keys so as to achieve strong fairness for key exchange. As the verification of
a key is different from that of a signature, appropriate methods for verifiable and recoverable key encryption are
needed. To the best of our knowledge, no published approach to fair document exchange has applied the concept

of such key encryption to achieve strong fairness based on an offline TNP/STNP.
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Secondly, no existing approach has unified the above three categories of approaches to handle exchanges under
various situations in a flexible, consistent and cost-effective manner, while guaranteeing strong fairness.
Currently, most exiting approaches fall in one of the three categories. This restricts their applicability as
different situations may require the use of different categories of approaches, e.g. only an approach of category
(3) is applicable if no TNP/STNP can be agreed by al the parties involved in an exchange. Consequently, a
document exchange system has to incorporate the different categories of approaches, and little consistency
between them hinders a cost-effective implementation of the system. Though the approach given in (Zhang et al.,
1999) belongs to both of categories (1) and (3), it can only provide weak fairness. Additionally the approach
presented in (Vogt et al., 1999) falsin categories (1) and (2), but it does not really offer strong fairness when it
operates with an offline TNP.

The aim of this paper is to rectify the above weaknesses. Specifically, we will present a simple but efficient
approach to verifiable and recoverable key encryption for each of the three categories (1) - (3) above. We will
then combine these approaches to propose a flexible, general and unified approach for the development of afair
document exchange system, which can offer strong fairness. The unified approach can operate in any one of the

following modes for a document exchange among any number of parties:
(@) Useof anonline STNP if half, or fewer than half, of the parties are honest, or
(b) Useof an offline STNP if half, or fewer than half, of the parties are honest, or
(c) Without use of any TNP/STNP if over half of the parties are honest.

These three modes are similar to the three categories (1) - (3) of approaches to fair document exchange
described earlier, respectively, but the first two modes make use of STNPs instead of TNPs. Modes (a) and (b)
have some advantages and weaknesses in comparison with each other. Mode (a) offers an easy implementation
of a STNP as it can operate just like an ordinary party, but the STNP needs to participate in the exchange
process online. Mode (b) provides a more cost-effective use of a STNP because it is invoked only under
abnormal cases, but the STNP needs to perform different operations from ordinary parties so that special care
must be given to its management and protection. These advantages and weaknesses should be taken into account

in conjunction with application environments to determine which mode is more suitable.

The major novel contribution of this paper istwo fold. First, it presents the first unified fair document exchange
approach that applies the concept of verifiable and recoverable key encryption to achieve strong fairness under
various situations. Secondly, the mode (b) of the unified approach is more efficient than other related work, and
no existing fair document exchange approaches offer the mode (c) of the unified approach for document

exchange with strong fairness.

The rest of the paper is organised as follows. Section 2 states the notation, assumptions and strong fairness
requirement to be used in the subsequent sections. In Section 3, we present an approach to fair document
exchange without use of any TNP/STNP, i.e. mode (c) above. Section 4 demonstrates how mode (a) can be
handled as a special instance of the approach by employing an online STNP. In Section 5, we extend the
approach to incorporate an offline STNP, i.e. mode (b). Section 6 proposes a unified approach to fair document

exchange based on the approaches developed. In Section 7 we analyse the fairness of the unified approach with



regard to the strong fairness requirement stated. Section 8 compares the unified approach with related work.

Finally our conclusions and future work are outlined in Section 9.

2. Prdiminaries

2.1. Notation

The notation to be used throughout this paper is summarised as follows:

E«(X) expresses the ciphertext of a data item x encrypted with akey k. E(X) is computed using a public-key
cryptosystem (e.g. RSA) if the corresponding decryption key is different from k, and using a conventional

cryptosystem (e.g. triple DES) otherwise. Here we assume that the cryptosystems used are secure.
pk; and sk; represent public and private keys of a party P;, respectively.

o(x) = g mod p with x < g is used as a one-way function (Schneier, 1996). Here, mod denotes the modulo
operator, p isaprime number, q isalarge prime factor of p- 1, and g isbetween 1 and p (i.e. 1 < g <p). p,

g and g are known by all the parties involved.

h(x) is a one-way hash function with the following properties: (a) for any X, it is easy to compute h(x); (b)
given x, it is hard to find x* (# x) such that h(x) = h(x’); and (c) given h(x), it is hard to compute x. An
example of such a one-way hash function is SHA-1 (Federal, 1995).

x/yodenotes the quotient of an integer x divided by another integer y.
X, y denotes the concatenation of dataitemsx andy.

Pi — P;: M signifiesthat a party P; sends amessage M to another party P;.

2.2. Assumptions

The case of afair document exchange among n (> 1) parties can be described as follows:

Every party P; (1 £ i £ n) has a valuable document doc; and a symmetric (or conventional) key k; for the

encryption and decryption of doc;.

Every party wishes to exchange its document for the document of each of the n - 1 other parties. All the
parties have agreed a session number sn to distinguish the current session of exchange from others. Note
that there are other classes of exchange (Franklin and Tsudik, 1998), e.g. a cyclic exchange means that each
party P; only wants doc;.; (doc, if i = 1) from P;; (P, if i = 1), and offers doc; to P;,; (P, if i =n). Though we
do not specifically address these classes of exchange in this paper, the approaches to be presented later can

be applied to them by letting each party send certain messages only to designated parties.

The above document exchange will be carried out based on the following assumptions:

Pon and Py are online and offline STNPs, respectively, in the sense that either of them may misbehave by

attempting to obtain a document doc;, but each of them always correctly executes its specified operations



and does not conspire with any party P; directly or indirectly. For easy presentation, we let off and on be

equal to 0 and n+1, respectively, i.e. Py = Py and Py, = Ppy 1.
For any two parties P; and P;, P; knows P;’s public key pk; certified by a certification authority.

Every party P; has a certificate or confirmation associated with its document doc; and key k;, which is issued

by an authority A,. The certificate involves the following items:
- hed, = h(Eq(doc)) is the hash value of the ciphertext of doc; encrypted with k;.

- rk < g is a random number chosen by P;,, which is used to define k; = h(rk), ok, = o(k;), and ork; =

o(rk;), where o(x) and g have been defined in Section 2.1.

— des is the content description of doc;, e.g., if doc; is a movie, then des contains its title and summary.

— ggny,; is Ay’s signature on h(hed, ok;, ork;, des) signed with its private key sk, and a time stamp ts,;,
i.e. Signwi = Egq(tsw;, h(hed;, ok, ork;, des)).

The certificate can now be expressed as CON; = (hed;, ok;, ork;, des, signy,).

signy; in CON,; represents authority A,’s approval for the following cases:

(1) If an encrypted document ed; and a key k’; meet the condition h(ed;) = hed; and o(k’;) = ok;, then the

decryption of ed; with k’; will recover a document, i.e. doc;, with its contents matching description des;.

This case will be used for document exchange in either mode (a) (i.e. use of Py,) or (c) (i.e. without use
of any STNP) described in Section 1.

(2) If an encrypted document ed; and an item rk’; meet the condition h(ed;) = hed; and o(rk’;) = ork;, then
the decryption of ed; with key k; = h(rk’;) will recover a document, i.e. doc;, with its contents matching

the description in des;.

This case will be used for document exchange in mode (b) (i.e. use of Pg). The reason for k; = h(rk;)

will be explained in Section 5.

Note that authority A,, only needs to issue certificate CON; once which can then be used by P; to exchange

doc; for as many other documents as P; can.

The rationale of this assumption is similar to that used and justified in (Franklin and Reiter, 1997). The
assumption is essential for achieving strong fairness for the exchange, as it allows each party to verify the
correctness of another party’s encrypted document and its associated decryption key during the exchange.
Without the assumption, a dishonest party could use a worthless document to exchange for the valuable
document of another party, and this dishonesty cannot be detected until the exchange is completed. In other
words, when the dishonesty is detected, the dishonest party has already unfairly gained other parties’

valuable documents.
Here we suppose that all the other parties have received CON; from P; before the exchange starts.

To illustrate the application of the above certification, consider a simple example of on-line digital goods

purchases in e-commerce. Let doc; represent a film produced and certified by a film producer, and P; an on-
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line merchant contracted by the producer to sell the film on-line. The film only needs to be certified by the
producer once. To issue a certificate for P,, the producer randomly chooses a number rk; < g to compute k;
= h(rky), ok; = o(ky), and ork; = o(rk,), encrypts doc, with k; as a symmetric key, i.e. Ey(doc,), calculates
hed, = h(E,(doc,)), assigns the title and summary of the film to des;, and uses its private key sk, to produce
asignature sign,; = Eskp(tsp,l, h(hed,, ok,, orky, des;)) with atime stamp ts;,;. The producer then sends CON;
= (hedy, okq, orky, des;, sign, 1), Eq(doc;) and Ey,(rk;) encrypted with Py’s public key pk; to P;. Note that
for better security, the producer can further encrypt Ey,(doc;) with a symmetric session key to prevent a
STNP from gaining it, as will be discussed in Section 7. Upon receipt of the items from the producer, P;
checks their correctness accordingly. For example, P, verifies the correctness of signature sign,; in CON,
by decrypting it with the producer’s public key pk, to check that the hash value recovered from the
decryption is the same as h(hed,, ok, ork;, des;) and ts,, is fresh. Once P; has proved the correctness of

these items, P; can sell the film for as many times as P; can without any involvement of the producer.

A customer denoted as P, wants to purchase the film after seeing an advertisement about it on TV. To make
the purchase, P, obtains an electronic payment (e.g. an electronic cheque) expressed as doc,, which is
certified or issued by a bank or credit card company in a way similar to that used by the producer. P, and P,

want to fairly exchange their documents doc,; and doc,.

In this example, the film producer and bank (or credit card company) play the role of the authorities for the
certification of documents doc; and doc,, respectively. This indicates that different authorities may certify
different documents to be exchanged, and the document certification may be an inherent process rather than

a separate process.

In the case where offline STNP Py is used, we assume that every party P; has another certificate issued by
Pot. TO issue the certificate, Py randomly chooses a number rn; o (0 < rnj o < g) to compute the following

items based on Pg’s private key sky and P;’s public key pk;:
Sii ot = N(SKorr, PKi, N of) MOd q s @ secret item to be shared (or known) only by P; and Py
Pii ot = O(Sij ofr) IS @ public item associated with si; o, Which can be known by any party.

= SOMiorr = EgrltSiomn h(PK;, i, Plior)) with time stamp ts o is Py’s signature on h(pk;, rn o, pii o),

where the inclusion of P;’s public key pk; in sign; o« allows the certificate to be bound to P;.
Pi’s certificate can now be expressed as CER o = (rN; oty Pli oty SN off)-

Poit then transfers Epq(Sii o) and CER o to Py, P does not store si; o and CER, o, and given pk; and rn; o,
P can compute si; o When needed. Note that CER  can be reused by P; for as many document exchanges

with the same or different parties as P; wishes. This issue will be discussed further later.

CER, ot will be used for offline key recovery to be presented in Section 5. We assume that every party P; (1
<j<n, andj #i) has received CER « and verified its correctness based on signature sign; o (i.e. h(pk;,
rniom Plior) calculated by P; matches the hash value recovered by decrypting sign; o With Pgi’s public key

pky) before the document exchange begins.



2.3. Strong Fairness Requirement

To exchange the documents fairly, each party P; (1 < i < n) first sends its encrypted document E,(doc;) to every
party P; (1<j<n,andi #j), and these parties then engage in exchange of their document keys. Thisin fact turns
the issue of fair document exchange into that of fair key exchange which needs to meet the following strong

fairness reguirement:

If a party P, has obtained another party P,’s document key kj, or can obtain k, with assistance of some
parties, then every party P; has obtained any other party P;’s key k; or can obtain k; with assistance of

some parties.

This requirement ensures that under any circumstances including misbehaviour and collusion, either each party

can get all the others’ document keys, or none of them can get any other party’s document key.

The following three sections will present approaches to key exchange for three modes (a) - (c) described in

Section 1, respectively, which can satisfy the above strong fairness requirement.

3. Key Exchange without Any STNP/TNP

Suppose that at most m (0 < m < (n+1)/20) out of the n parties might be dishonest or not trusted, e.g. they may
intend to obtain other parties "document keys without allowing the others to get their keys. The remaining n-m
parties are honest. Note that when m= 0, i.e. all the parties are honest, there is no need to use any fair exchange
approach for the document exchange. The upper bound of m ensures that over half of the parties wish to
honestly exchange their documents. In this case, there is no need to employ any STNP for the exchange (i.e.

mode (c) mentioned in Section 1). In the case of m> (n+1)/2y solutions will be discussed in Sections 4 and 5.

The principal idea for key exchange in the case of m < (n+1)/20is an extension to the work described in (Zhang
etal., 1999). The idea is to let each party P; generate one secret item sec;; based on its document key k; for every
party P;, and a group VER, of proof items for each party to check the correctness of the secret item received from
P; without knowing k;. This group of secret items sec;;, denoted as SEC;, should ensure that any nm+1 of them can
be used to recover k;, but any fewer than m+1 of them cannot reveal any information about k;. This allows any
m+1 parties to jointly recover k; after the secret items have been distributed to their corresponding parties, but
any collusion among m (or fewer) dishonest parties is unable to compute k. SEC; and VER,; represent a verifiable
and recoverable encryption of key k.. Once a party P; has received a secret item sec;j and a proof item group
VER, from every party P; and confirmed the correctness of sec;; based on VER, it is secure for P; to release its
key k; to others. In case another party Py’s key Ky fails to reach P; after the release of k; due to misbehaviour or
unreliable communication, P; can request other parties to jointly recover ky by revealing their possessed secret

items received from Pg.
The above idea can be implemented as the four-stage exchange process below.

Stage 1: Exchange of Verifiable and Recoverable Encrypted Keys

Each party P; (1 < i < n) first defines an item e = m, and determines a function based on a set of e+1 coefficients

a,(0<l<eanda; <q):



Vi) = (@0t .. +ay XX + ... +aexx) mod .

Here, & is required to be equal to P;’s key k;, i.e. @ = k, and the other coefficients &, (1 < I) are picked
randomly by P;. The reason for the use of item e is to make y;(x) applicable to the other two exchange modes to

be described in Sections 4 and 5, which require different numbers of coefficients.
Based on function y;(x), P; can generate n secret items sec;j and e (or m) proof items pro;:
secij = Yi(j) forevery j (1 <j<n),and pro, = o(a;,) forevery | (1< <e).
These items form the following groups:
SEG; = (seCi, -y SCin) = (¥i(1), -, ¥i(n)), and VER, = (proyy, ..., Proie) = (0(ai), ..., 0(aie))-

The verifiable and recoverable encryption of k can now be defined as (SEC;, VER). As each party P, is to

receive only one secret item sec; ; together with VER,, the encrypted key will be held jointly by all the parties.

Additionally, P; randomly picks a symmetric session key ssk; for secure and easy transmission of its items to

other parties. P; then executes the following transaction:
Pi — P;: Epg(seci, sk, VER)

to send Eyy(secij, sski, VER) to each party P;. The encryption of sec;, ssk and VER, with P;’s public key pk; is to
prevent any other party from gaining sec;; and outsiders from obtaining any one of these items. P; can also add

session number sn and a signature in the above transaction, which will be considered in Section 6.

Upon receipt of P;’s message, P; decrypts Epy(seci;, sk, VER) with its private key sk; to recover sec;, ssk and
VER. P; then defines items pro; o = ok and v;; = j, and performs the following verification, where P; knows ok; =

o(ki) as assumed in Section 2.2 and the purpose for the use of pro; o and v;; is the same as that for item e:
Verification 1:  Check that o(yi(Vi;)) = (proio X ... X proy, il x % pro.." % mod p.
This verification is to ensure that sec;; = yi(vi;) is indeed a result calculated from the function associated with
items pro; o (or 0k;), ..., proj e The verification is based on the following fact:
oyi(vi))) =g mod p
= gROT At aiex i € g

= (g9 % .. x (@) x . x (@9 Y1) mod p
= (0(k) % ... x o(@) "' x ... x o(a¢) ) mod p

= (projpx ... x proi,|"'vjI X .. X proi,e""ie) mod p.

If sec;; fails to pass verification 1, P; requests P; to retransmit its items. For repeated failures of verification 1, P,
can terminate the exchange, and informs other parties of the termination. This will also be applied to the other

verifications to be introduced later.

Stage 2: Exchange of Acknowledgements

Once a party P; has received sec;; and VER, from every party P; and successfully verified sec;; based on VER, P;

computes:



hsec; = h(secy, ..., SeCni), hpki = h(pky, ..., pk,), and hver; = h(VER, ..., VER,),

and then uses its private key sk; to issue an acknowledgement ack; of the successful verification with session

number sn:
ack = Eg(sn, hse;, hpk, hver;)

In fact, ack; is P;’s signature on sn, hsec;, hpk; and hver;, which ties all the parties (through their public keys, i.e.
hpk;), their proof item groups (i.e. hver;), and the secret items possessed by P; (i.e. hsec)) to the current session
sn. This signature indicates that P;’s successful verification depends on the correctness of the n functions related

to hver;, which requires the further verification below (i.e. verification 2).
P, executes the transaction below:
P - Pj:ack;
to send ack; to each party P;.
When a party P, has received an acknowledgement from every party P;, P; carries out:

Verification 2: (a) Check that for any two parties P, and Py, sn, hpk, and hver, recovered from the decryption
of acknowledgement ack, with public key pk, are the same as sn’, hpk, and hver, recovered

from the decryption of ack, with pky, respectively.
(b) Check that hsec, in ack, is the same as hsec, in ack, only if offline STNP Py is used.
Verification 2 (b) above will be used for the offline key recovery to be presented in detail in Section 5.

If verification 2 above is positive, P; is assured that every party P; has used the same function y;(x) associated
with VER; to generate its secret items, and that each of these items has been received, and its correctness
verified, by the corresponding party. In other words, the verifiable and recoverable encryption of every key k;,
i.e. (SEC;, VER)), has been produced and distributed to al the other parties correctly by P;. These
acknowledgements are used by P; as the assurance that P; can obtain the key k; of any party P; because any m+1

secret items of P;, held by the other parties, can be used to compute k; as to be detailed later.

Stage 3. Exchange of Document Keys

If verification 2 performed by a party P; is positive, then it is secure for P; to release its key k; to all the other

parties, i.e. P; executes:
Pi — Pj . E$k|(k|)
to transfer Egy(ki), encrypted with P;’s session key ssk;, to every party P;.

Upon receipt of Eg(ki), P; decrypts it with key ssk; received at stage 1 to recover k;. If o(k) = ok;, P; is assured

that k; is P;’s correct document key.

When every party has received all the correct document keys needed, the exchange is completed successfully, so

stage 4 below will not be performed.

Stage 4. Key Recovery




In case a party P4 mishehaves by refusing to send its key ky to another party P;, or the communication from Py to
P; has broken down, after the release of k;, P; can recover ky with assistance of other parties. To perform the key

recovery, P; groups all the parties’ acknowledgements into:
ACK; = (acky, ..., acky).

P; then sends to every party P; (including Pg) a request for the recovery of kg, which consists of Py’s subscript d
and ACK;, ACK; is used as evidence to justify the validity of the request. P; sends out its request by the

transaction below:
P - Pj . d, ACK,.

If P; has not received all the parties’ acknowledgements before P;’s request arrives, P; performs verification 2.
When the verification is positive or P; is already in the possession of all the correct acknowledgements, P; sends
Epi(secy;) (i.e. the encryption of secret item secy; with Py’s public key pk;) to P;. Alternatively, P; can send
Eoiq(kg) to P; if P; has obtained k.

As assumed earlier in this section, n - m (> m) parties are honest. This ensures that P; can receive responses from
at least m honest parties possibly by repeating the request in case some communication channels break down
temporarily. Here we assume that a communication channel between any two parties may break down
temporarily, but any message transmitted (repeatedly if necessary) over the channel can eventually go through

within the valid duration of the current document exchange.

After P; has received w (e < w < n) secret items secq,, (1 < | < w). P; can carry out verification 1 to check the
correctness of each of these w items. If e out of the w items are correct, P; can use them together with its
possessed secret item secq; = Yq(Va;) (See verification 1 for vy;) to solve the following equations for ky = ag40

where for ease of presentation let the e correct secret items be SeCqr; = Ya(Var1), ---» S€Care = Ya(Vdre):
Ya(Vary) = (Ka+ ... + @g) X Vg, + ... + @ge X Va,,Y) mod g

Ya(Var,) = (Ka+ ... + @41 X Vay, + ... + @de X Va,r.5) Mmod g
Ya(Vai) = (Ka+ ... + @gq) X Vg, + ... + @ge x Va9 mod q

In case a party Py, has not got all the acknowledgements, Py, can still request other parties for the recovery of a
key. If aparty P; holds al the acknowledgements, P; responds to the request just as described above, and aso

forwards &l the acknowledgements to Py,. Otherwise, P; informs Py, of unsuccessful key recovery.

Additionally a deadline can be added to allow the exchange to be completed before a specified time agreed by
all the parties. This can prevent some parties from deliberately delaying the completion of the exchange so as to

gain some advantage over others (Zhang et al., 1999).

Note that the efficiency of message exchanges among the parties can be improved using a ring model described
in (Khill et a., 2001).
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4. Key Exchangewith an Online STNP

The approach for the mode (c) of exchange presented in Section 3 can aso be applied to deal with the case of m
= (n+1)/20(i.e. no less than half of the parties may be dishonest) by employing online STNP Py, (= Pp.y, 8s
assumed in Section 2.2) agreed by all the parties, i.e. the mode (a) of exchange stated in Section 1. The role of
Pon is to assist the parties in the fair exchange of their document keys. In the following, we will only show the

differences of mode (a) from mode (c) in relation to the application of the approach:
»  For stage 1 described in Section 3, by letting e = 1, the function of each party P; (1 < i < n) becomes:
Yi(X) = (a0 + &1 x X) mod g.
Here, a o and & ; are the same as those defined in Section 3. P; then uses y;(X) to generate its secret items:
seci; = yi(g/(n+ L)o+ 1), forevery j (1<j<n+1).

This means that P; produces the same secret item y;(1) for every party P; (1 < j < n), and y;(2) only for P,
(or Pp+1). This ensures that without any help from Pg,, no parties will be able to compute P;’s document key

k; even if they collude.

In this stage, Py, only receives secret items from the other parties and does not send any item to them as Py,

has no document key to exchange.

When a party P, receives sec;; and VER from another party P;, P; defines pro; o = ok and v;j = g/(n + 1)o+ 1,

and performs verification 1, as described in Section 3.

* Instage 2, each party P; (1 <i < n) sends its acknowledgement ack; to P, in addition to all the other parties,

and Py, also sends an acknowledgement ack,, to P;, which is produced in the same way as for ack;.
e Instage 3, each party P; (1 <i < n) does not release its key k; to P, and Py, sends out nothing.
« Instage 4, a party, which needs to recover another party’s key, sends a key recovery request only to Pg,.

The approach presented in Section 3 can also be easily applied to permit more than one online STNP to

participate in key exchange so as to achieve better security and reliability (Zhang et al., 1999).

5. Key Exchange with an Offline STNP

In the case of m = (n+1)/2g offline STNP Py (= Po, as assumed in Section 2.2) agreed by all the n parties can
also be employed to assist them in the exchange of their document keys, i.e. the mode (b) of exchange stated in
Section 1. The main difference from the mode (a) of exchange described in Section 4 is that Py does not
participate in the normal exchange process, i.e. stages 1 - 3 presented in Section 3, and it is invoked only when

the recovery of a key is required, i.e. stage 4.

The approach for the mode (c) of exchange presented in Section 3 can also be applied to mode (b). However, as
P does not take part in the normal exchange process, each party P; (1 < i < n) must be assured without any
online involvement of Py that P; will be able to obtain the document key of any party P; (1 <j < n, and i # ),

before P; can release its key k. One way to produce this different type of assurance is to let P; generate a
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verifiable and recoverable encryption of its key k;, i.e. (SEC;, VER), in such a way that P; can have the whole
encrypted key without being able to decrypt it to get k, and P; can verify, without any other party’s help, that P
can recover k; from (SEC;, VER) for P;. Once P; has obtained such an encrypted key (SEC;, VER) from every
party P;, it is secure for P; to release its key k. Only when P; has failed to receive another party Py’s key kg, P;

requests P for the recovery of kg.

In the following, we will only present the differences of mode (b) from mode (c) based on the above discussion

with regard to the application of the approach given in Section 3:
e Instage 1 described in Section 3, by letting e = 0, the function of each party P; is simplified into:
¥i(X) = a0 mod g.
Here, we define a; o as follows, where items rk;, Si; o and rn; o were specified in Section 2.2:
8,0 = (ki + Sij ot X h(rm; o)) mod g.

yi(x) indicates that P; produces the same secret item secij = yi(j) = a;o for every party P;, and that VER, is
empty. Upon receipt of sec;;, P; carries out verification 1 to check its correctness by setting items pro; o =
(ork; x pii ™) mod p (i.e. projo = (g x g¥of < "o mod p = g0 mod p = o(yi(j))) and vi; = j (see

Section 3), where ork; = o(rk;) and pi; o = 0(Sij orr) Were defined in Section 2.2.

« Instage 2, verification 2 (b) specified in Section 3 ensures that every party has possessed the same group of
secret items. This will convince Py that any party can recover any document key with the assistance of Py
if necessary, and authorise Py to perform key recovery only related to these secret items so as to prevent a

dishonest party from requesting Py to recover a key irrelevant to the current session of exchange.

e In stage 4, a party P;, which wants to recover another party Py’s key kg, first groups all the parties’ secret

items, public keys, and acknowledgements into:
SEC; = (SeCyj, - .-, SEChj), PKi = (pKy, ..., pKn), and ACK; = (ack,, ..., acky).
P; then only requests Py for the key recovery by executing the transaction below:
Pi —» Pyt : d, rng, SEC;, PK;, ACK.
Having received P;’s request, Py conducts the following verification:
Verification 3: (a) Check the correctness of all the n acknowledgementsin ACK; by verification 2.

(b) Calculate hsecys = h(secyj, ..., SeCq;) and hpkyr = h(pky, ..., pky) using the n secret
itemsin SEC; and n public keys in PK;, and confirm that hsec; and hpky; are the same

as hseg; and hpk; in any acknowledgement ack; in ACK;, respectively.
(c) Confirmthat both P;’s public key pk; and Py4’s public key pkq are in PK;.

Verification 3 (b) ensures that every party involved in the exchange has an acknowledgement in ACK; and
received the same set of secret items, so any party can request Py for the recovery of a key. Verification 3

(c) makes sure that both P; and P4 are valid parties participating in the exchange.
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If verification 3 is positive, Py computes:

Sigoft = N(SKotr, PKas M) Mod @, and rky = (SeCq; - Sigort X N(rNg,er)) Mod g.

P sends Epq(kg) with kg = h(rky) to P;, and saves session number sn and ACK; to serve key recovery
requests from other parties. P; then decrypts Eq(kg) received with private key sk; to obtain ky, and checks
that o(ky) = oky as described in Section 3. Note that Py does not send rky to P;, so that P; is unable to
compute secret item Sig o from secy;. This indicates that Py can reuse Sigq for the exchange of its other
document keys. This explains why rky was used to define ky = h(rkg) in Section 2.2.

In case a party P; has not got all the n acknowledgements, P; can still request P for the recovery of a party
P4’s key ky by sending only sn, d, rng, SEC; and PK; to P If Py has ACK; saved for session sn, Py
performs the key recovery as described above, and forwards ACK; to P;. Otherwise, Py informs P; of
unsuccessful key recovery, and asks P; to try later as a party with all the acknowledgements may send them

to P for key recovery later.

6. A Unified Approach to Fair Document Exchange

We now combine the three approaches given in Sections 3, 4 and 5 to produce a unified approach to fair
document exchange among the n parties. This unified approach will be presented using two protocols. The first
protocol corresponds to the first three stages of the exchange process described in Section 3, namely normal
cases of exchange without key recovery. The second protocol is for key recovery, i.e. the last stage of the

exchange process, in case a normal exchange has failed.

The first protocol is presented in Table 1 together with the definitions of all the items used. Transaction E; in
Table 1 represents the stage 1 of the exchange process, i.e. exchange of verifiable and recoverable encrypted
keys. E; means that every party P; sends its items to each party P;. items;; in E; is defined as the concatenation of
the two items. items; implies that P; receives Epkj(seci,j, sski, VER) and Egq(E(doc)) if P is not Pg, (= Phsa),
and P; gets Ep(seci;, 0, VER) and 0 otherwise, i.e. Po, does not receive session key ssk; and encrypted document
Es(Ex(doc)). This can prevent compromised P, from gaining doc;, as will be discussed in detail in Section 7.
sec;; and VER in items;; are specified based on the three modes of exchange described in Sections 3, 4 and 5.
The definition of sec;; in Table 1 indicates that sec;; = yi(g/hiot+ 1) if P, is used (i.e. hi = n + 1), and sec;; = yi(j)
otherwise (i.e. hi = n). Similarly, the definition of & o implies that & o = (rki + Sij o X h(rn; o)) Mod q if Pogs (= Po)

is used (i.e. lo=0), and a; o = k; mod q otherwise (i.e. lo =1).

sign; in E; is Py’s signature on sn and VER,. The reason for excluding seci; and Ey(doc;) from sign; is that their
correctness is verifiable based on VER and hed, in CON, (see Section 2.2), respectively. This exclusion allows P
to use the same signature to send its messages to the other parties, which may include different secret items

particularly when the exchange is operated in mode (c). This reduces the amount of P;’s computation.

Having received P;’s message, P; performs verification 1 defined in Section 3. In addition, P; checks that sign; is
correct, i.e. h(sn, VER) calculated by P; is the same as that in sign; and its time stamp ts; is fresh. If P; is not P,
P; also decrypts Eg(Ex(doc)) with session key ssk; received to recover Eq(doci), and confirms that h(E,(doc;))
is equal to hed; in CON..
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Transactions E, and E; signify the stages 2 and 3 of the exchange process, i.e. the exchange of

acknowledgements and exchange of keys, respectively. Their details have been described in the previous

sections. Note that P; sendsits key to P; by E; only if P; isnot Py, as Pg, is not alowed to view P;’s document.

Protocol 1

Ei. Pi - Pj:sn, items;, sign, if P; is not Py,
E,. Pi — P;:sn, ack;

Es. Pi — Pj:sn, Egq(k) if neither of P; and P, is Pg,
[tem Definition
n, m Numbers of parties involved in the exchange and possible dishonest parties, respectively
(lo, hi, €) Indicator of the current exchange mode, which is defined as follows:
For mode (a) (i.e. use of online STNP Py, 0or Py1),lo=1,hi=n+1,ande=1
For mode (b) (i.e. use of offline STNP Py or Pg), lo=0,hi=n,ande=0
For mode (c) (i.e. without use of any TNP/STNP),lo=1, hi=n,ande=m
iy j l<i;j<hi,andi#]j
sn, ssk; Session number, and P;’s symmetric session key
doc;, ki, rk;  P;’s document, its document key, and random number with k; = h(rk;), respectively
pki, CER o« P;’s public key, and its certificate associated with rn; o and si; ¢ defined in Section 2.2
Qo = (k x 1o+ (rki + sij o1t X h(rni o)) x (1 - 10)) mod q; P;’s coefficient
&4, ..., 8 Different coefficients a;,; < q (1 < | <€) chosen randomly by P;
vi(X) = (@o+ ... +ay xX + ...+ a,xx) mod g; P’s function
SECi =vVi(j + i/(n + 1)ox (g/hict 1 - j)); secret item computed by P; for P,
VER, = (0(a 1), ---, O(&¢)); Pi’s proof item group
items; = Epi(secij, sski x (1-9/(n+1)0), VER), Esy(Ex(doci)) x (1-G/(n+1)0); items sent by P; to P,
sign; = Eg(ts, h(sn, VER)); Pi’s signature with time stamp ts
hsec; = h(secy, ..., Secy;); hash value of the secret items possessed by P;
hpk; = h(pky, ..., pky); Pi’s hash value of public keys
hver; =h(VER,, ..., VER); P;’s hash value of all the proof item groups
ack; = Egq(sn, hseg;, hpk;, hver;); P;’s acknowledgement

Table 1: Normal document exchange protocol

The second protocol is presented in Table 2 together with the definitions of all the additional items used.

Transaction R, in Table 2 represents a key recovery request from a party P; to every party P,. The definition of

the subscript r of P, reflects the three modes of exchange: (a) n+ 1 <r < n+ 1 when Py, is used (i.e. lo=1 and

hi = n + 1), namely P; only requests P, for the key recovery; (b) 0 < r <0 when Py is used (i.e. lo=0and hi =

n); and (c) 1 <r < notherwise (i.e. lo =1 and hi = n). S in Ry is a collection of the subscripts of all the keys

which P; wants P, to recover. RN; shows the two cases: (1) RN = (rngy o, --., MMs,0f) if Posr is used (i.e. lo = 0), as

Po or P, needs the items in RN, to perform offline key recovery; and (2) RN, = (0, ..., 0) otherwise (i.e. lo = 1),

because P, does not use any item rng « for online key recovery. Similar explanations are given to SEC; and PK;.

ACK; represents the group of all the n acknowledgements if P; possesses all of them, and an empty group

otherwise.

Protocol 2
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Ri. P - P :sn, S, RN, SEC;, PK;, ACK;, sign;,
Ro. P - Pi:sn,res, sign;

Item Definition

ir 1<isnand(lox (1 +nxhi/(n+ 1)) <r < (lox (n+hi/(n+ 1)0)

S =(sy, ..., Sw); group of the subscripts for all the keys to be recovered, where forany §in §,1<5<
n

RN; = (rNgyoit X (1 - 10), ..., rNg,0t X (1 - 10)); group of items in the certificates related to subscripts in §

G = (secyi X (1 -10), ..., secy; % (1 - 10)); group of all the secret items

PK; = (pkyx(1-l0), ..., pksx(1-10)); group of all the public keys

ACK; = (acky, ..., ack,) or (); group of all the acknowledgements defined in Table 1 or empty group

sgni, = Eg(ts’, h(sn, Si, RN;, SEC;, PK;, ACK))); Pi’s signature with time stamp ts’;

res, = Epg(ksyX(1-10) + secg; X0, ... , kg X(1-10) + secg,,xl0) or O; recovered keys, secret items, or zero

sign,; = Eg(ts, h(sn, res)); P,’s signature with time stamp ts.

Table 2: Key recovery protocol

Upon receipt of Pi’s request, P, checks the correctness of signature sign;,, and responds to the request
accordingly as defined in the previous sections. If P, is Py (i.e. lo = 0) and has recovered a key kq for every
subscript 5 in S, P; encrypts all the recovered keys with P;’s public key pk; to produce res. = Eqq(Ksp, ..., Kay)-
When P, is not Py (i.e. lo = 1) but would like to respond to P;’s request with secret item secy, for every
subscript 5 in S, P; encrypts all the secret items with pk; to generate res. = Epg(SeCsyyr, ... , S€Cs,,r). Otherwise, P,

cannot recover any key or secret item requested, so P, defines res = 0.

Having received P,’s response, P; checks the correctness of signature sign;;. If sign;; is correct, then P; conducts

the corresponding activities described in the previous sections.

7. Fairness Analysis

We now analyse the fairness of the unified document exchange approach consisting of the two protocols defined

in Tables 1 and 2. The analysis is presented in terms of the three modes of the protocols, respectively.

« Mode (c) of the protocols (i.e. no STNP is used): The fairness of this mode (i.e. the approach described in

Section 3) is demonstrated by the following points:

(1) Once a party P; has got all the n correct acknowledgements in its possession, P; can obtain any other
party P;’s key k; either directly from another party (e.g. P;) or by solving the corresponding equations
given in Section 3. P; cannot dishonestly stop P; obtaining k; even if P; colludes with other dishonest
parties, as there are at least m + 1 honest parties able to jointly compute k; based on their possessed

secret items received from P;.

(2) When a party P; does not possess all the n correct acknowledgements, P; cannot release its key k.. As a
result, if another party P; holds all the n acknowledgements, P; has to send to other parties a request for
the recovery of k; together with all the acknowledgements. Such a request is also repeated by other

parties. This makes it highly likely for P, to eventually receive all the n acknowledgements and thus be
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able to obtain al the keys. Of course, P; can request other parties for key recovery even if P; does not

possess all the acknowledgements, as described in Section 3.

The above measure can aso ensure that even if a party P; misbehaves by collecting the
acknowledgements from all the other parties without sending its acknowledgement to them, P; cannot

benefit from its misbehaviour.

If no party has held all the n correct acknowledgements, no key or possessed secrets will be released by

any party, so the exchange is unsuccessful.

Due to the one-way feature of o(x), it is hard for a party P; to derive k; and &;, directly from ok; and

pro;, received from another party P;. It is aso hard for P; to compute coefficients g, directly from seg;;
(Gong, 1994). Even when m dishonest parties collude in an attempt to illegitimately compute k; or &,

they can get a maximum of m secret items of P;, which are insufficient for the computation of k; or &.

It isthus hard for P; to obtain P;’s key k; illegitimately.

If a party P, wants to cheat others at stage 1 (i.e. transaction E;) by using an incorrect key k’; to generate
its secret items sec’;;, or by sending out some incorrect secret items sec’;; or an incorrect proof item
group VER’;, to prevent other parties from recovering its key k;, then P; will not be successful. Thisis
because verification 1 is based on ok; (= o(k;)) in CON; certified by an authority as assumed in Section
2.2, and it is hard for P; to find a different key k’; (# ki) such that o(k’;) = ok; (Schneier, 1996). Thus
P;’s misbehaviour will result in a failure of verification 1 or 2. This means that at least the honest
parties will not release their keys or any possessed secret items, so P; is unable to obtain a sufficient

number of secret items for the computation of a key. Thus P; gains no benefit from its misbehaviour.

Suppose that a party P; sends an incorrect acknowledgement to others parties at stage 2 (i.e. transaction
E,). This will lead to a failure of verification 2, so no party will release its key and possessed secret
items. Additionally, if P; uses an incorrect number of acknowledgements or incorrect
acknowledgements for key recovery at stage 4 (i.e. transaction R;), and no party holds all the n correct

acknowledgements, then no party will send any secret item or key requested to P;.

Where a party P; releases an incorrect key k’; to another party P; at stage 3 (i.e. transaction Ej3), P; can
easily detect this by checking whether or not o(k’;) is equal to ok; in CON;. If necessary, P; can request

other parties for the recovery of P;’s correct key k;.

A party P; can terminate the exchange if P; has not sent out its acknowledgement ack;. Otherwise, P;’s
termination leads to two cases. First, another party has obtained all the acknowledgements and thus
wants to complete the exchange. In this case, P;’s termination has no effect. Secondly, all the parties
agree to terminate the exchange, or no party has got all the acknowledgements, so the exchange can be

terminated successfully. It is evident that no party can benefit from the termination.

An outsider P, (# P; for any i (1 <i < n)) cannot obtain any party P;’s document doc;. This is because
doc; is sent to other parties in the encrypted form of Eg(Ec(doci)), and keys ssk; and k; as well as the

secret items associated with k; are also transferred to other parties in encrypted forms. Without knowing
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both ssk; and k;, P, cannot decrypt Eg(Ey(doc;)) to get doc; even if P, could intercept all the messages
sent by the protocols. Here we assume that P, does not know P;’s private key sk; and does not collude

with any party P; (1 <j <n).

The above points demonstrate that either each party can obtain all the other parties’ document keys (and
then their documents), or no party can obtain any other party’s document key. Therefore the mode (c) can

satisfy the strong fairness requirement stated in Section 2.3.

Mode (a) of the protocols (i.e. Py, is used): The fairness of this mode (i.e. the approach given in Section 4)

is justified as follows:

(i) As mode (a) is offered as a special instance of mode (c) by employing online STNP P, it directly

inherits the strong fairness of mode (c) which has been demonstrated above.

(ii) Additionally P,, only helps to achieve fair key exchange with no need to view any documents
exchanged. In fact, as described in Section 6, each party P; sends its document in the form of
E«(Ex(doc)) to every other party except P, and does not transfer session key ssk; to P,,. Moreover,
Pon only holds one of the two secret items generated from P;’s key k;, as described in Section 4. This
means that even if P,, manages to intercept all the message transferred by the protocols, P,, can gain
neither ssk; nor k; for the decryption of Eg(Ex(doc)), namely P, cannot obtain doc;, as long as Po,

does not conspire with any party P;. This shows that Py, can be a STNP.

Mode (b) of the protocols (i.e. Py is used): The fairness of this mode (i.e. the approach presented in Section

5) is analysed by the following points:

(&) When a party P, has got all the n correct acknowledgements in its possession, P; can obtain any party
Pi’s key k; either directly from P; or recovered by Pg. In the case of key recovery, the success of
verification 2 in Section 3 performed by P; implies that P; has received a correct item sec;; from every
other party P;. This ensures that any correct request of P; for key recovery can pass verification 3 in

Section 5 conducted by Py, S0 Py can recover any requested key for P;.

(b) The analysis of modes (c) and (a) given above can also be applied to demonstrate the other fairness

aspects of mode (b).

From the above analysis, we can conclude that the unified approach presented in Section 6 can guarantee the

strong fairness defined in Section 2.3 under any one of its three modes.

8. Comparison with Related Work

In this section we compare the three modes of the unified approach described in Section 6 with related work,

respectively.

Mode (a) of the approach (i.e. P,, is used): Existing fair exchange approaches relevant to the method
presented in Section 4 (and 3) are those given in (Franklin and Reiter, 1997; Franklin and Tsudik, 1998).
These approaches allow an online STNP to verify the correctness of document keys without actually seeing

them, and to forward the verified keys to the corresponding parties, so as to achieve strong fairness. The
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main difference from our method is that the STNP used by the approaches does not perform key recovery.
As aresult, the STNP has no need to see any document key, but it needs to execute different operations
from the other parties involved in the exchange. In our method, online STNP P, helps a party to recover a
key upon its request, but P, still cannot see any document key because it possesses only one of the two
secret items for a key, which is insufficient for P, to compute the key. Additionally, P,, can operate just
like an ordinary party involved in the exchange, which makes the method simpler to implement and easier to

incorporate more than one online STNP.

Other online TNP based approaches, e.g. (Vogt et a., 1999; Zhang et a., 1999), do not provide the

verifiability of adocument key, so they cannot really guarantee strong fairness.

Mode (b) of the approach (i.e. Py is used): A number of fair exchange approaches (Asokan et al., 2000 —
Bao et al., 1999; Chen, 1998) have been proposed to achieve strong fairness based on an offline TNP or
STNP. These approaches are mainly concerned with the exchange of signatures, and provide verifiable and
recoverable signature encryption for offline signature recovery. This makes their design goal different from
that of our approach which is concerned mainly with the fair exchange of document decryption keys. It is

thus inappropriate to compare our approach with them.

Several approaches for the exchange of documents (e.g. digital products and payments) with the ability of
offline key recovery (Ray and Ray, 2000; Ray and Ray, 2001) have also been developed to achieve strong
fairness. However, these approaches have two main weaknesses. First, they need an online TNP to store an
encrypted version of each exchanged document and the associated decryption key, and to be responsible for
the distribution of the encrypted document. The TNP also helps to recover a decryption key for a party (e.g.
sending the corresponding key stored to the party) in case a normal exchange has failed. Although the TNP
is offline for the key recovery, it needs to be online for each exchange as a party involved in the exchange
needs to acquire an encrypted document from the TNP. Thus, they are not really offline TNP based
approaches, and also the TNP must be fully trusted and well protected as it can read all the documents
stored. In our approach, Py is offline and semi-trusted, so it is more cost-effective, secure and easier to

implement.

Secondly, the main verification (i.e. checking the correctness of a document without being able to read it)
used by these approaches is based on exchanged documents themselves rather than their decryption keys,
which is very inefficient as a document is usually much larger than a key. The main verification (i.e.
checking the correctness of a document key without seeing it) used by our approach is based on document

keys. This makes our verification more efficient and independent of the size of a document.

Other fair exchange approaches based on an offline TNP, e.g. (Asokan et al., 1996; Asokan et al., 1997),

cannot really guarantee strong fairness.

Mode (c) of the approach (i.e. no STNP isused): The only relevant approach without use of any TNP/STNP
is given in (Zhang et al., 1999). In fact, mode (c) is an extension to the work described in (Zhang et al.,
1999). However, the approach presented in (Zhang et al., 1999) does not provide the verifiability of a

document key, so it cannot assure strong fairness that is guaranteed by mode (c) presented in Section 3.
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Other fair exchange approaches without use of any TNP/STNP are based on gradual secret releasing, e.g.
(Okamoto and Ohta, 1994), and probabilistic methods, e.g. (Rabin, 1983), which are not cost-effective (Bao

et al., 1998) and also unsuitable for an exchange involving multiple parties.

In summary, the mode (@) of our unified approach has some comparable existing work but offers an easier way
of incorporating multiple online STNPs, the mode (b) is more efficient than other related approaches, and the
mode (c) has no other similar approaches with strong fairness to compare. Additionally our unified approach is
the first one to offer a unified solution to fair document exchange involving any number of parties, which can

operate with an online or offline STNP or without any STNP while guaranteeing strong fairness.

9. Conclusionsand Future Work

We have presented approaches to fair document exchange with the support of no STNP, an online STNP, and an
offline STNP, respectively, in a unified manner. These approaches adopt the concept of verifiable and
recoverable key encryption to achieve strong fairness. We have then combined the approaches to produce the
first unified approach to fair document exchange involving any number of parties, which can operate under
various situations while guaranteeing strong fairness. This unified approach will enable us to develop a flexible,
general and secure system for fair document exchange. The fairness analysis of the unified approach has
demonstrated that it can satisfy the strong fairness requirement stated in Section 2.3. The comparison with
related work has confirmed the novel features of the approach. For the future work, we will apply the unified
approach to develop afair document exchange system, and demonstrate its efficacy and applicability.
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